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Who Are We?

. 23 Years and Counting — Founded in 2003

. Headquarters
. 3815 W. Montague Ave, N. Charleston, SC

. Provider of World Class Managed IT

Services

. CRN 250 - Top Emerging Vendors -2014
. INC 5000 - 2014, 2015, 2017
. MSP 501 - 2026 through 2014
. CRN MSP500 - 2026, 2020, 2017, 2016
. CRN Pioneer 250 - 2020, 2019, 2018, 2017

o * OutsdlirtEd $6idtiord foF FOFLaw Firms

. Hel firms with AI, Compliance, Security, and IT

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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TV Raffle

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
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Disclaimer: The information and views set out in this presentation are presented as
opinions
of the presenters and do not necessarily reflect the opinion of the companies referenced
herein.
NOTHING is 100% against a security risk and things constantly change. But you should
always strive for what’s reasonably appropriate for your firm.
Some data is summarized using Ai for ease of presenting. Hallucinated data could be
present.
There is simply, too much information to consume, so we have to pick and choose and
have
fun.
Or as I tell my team, "I don‘t know anything, I just work here.”
USE AT YOUR OWN RISK!
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Scasmagder

This is a lot of information. It may be overwhelming. We understand.
We are here to help.

Choose 3 Takeaways to Start

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i e written consent of Stasmayer, Incorporated.
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Agenda

e The Data

e Attacks Happening
e Hacking Stories

e Al

e Tools and Processes
e Lightning Round

e Questions

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Hﬁ Hﬁi i ﬁi Eﬁiﬂ i iﬂﬁlﬁ me written consent of Stasmaxer IncorEorated,

Yes, there is a raffle!
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Why are we talking about this?

Amendments to Ruies 1.0, 1.1, and 1.6, Rules of Professional
Conduct, Rule 407, South Carolina Appellate Court Rules
Appellate Case No. 2019-000318

Client and Insurance Demands

Reputation

SC Breach Laws

https://consumer.sc.gov/identity-theft-unit/security-breach-notices

More detalil...

Comment 6 to Rule 1.1, RPC, Rule 407, SCACR, is amended to provide:

[6] To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice,
including a reasonable understanding of the benefits and risks associated with technology the lawyer uses to provide services
to clients or to store or transmit information related to the representation of a client, engage in continuing study and
education and comply with all continuing legal education requirements to which the lawyer is subject.

Rule 1.6, RPC, Rule 407, SCACR, is amended to add new paragraph (c), which provides:

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access
to, information relating to the representation of a client.

Comment 20 to Rule 1.6, RPC, Rule 407, SCACR, is amended to provide:

[20] Paragraph (c) requires a lawyer to act competently to safeguard information relating to the representation of a client
against unauthorized access by third parties and against inadvertent or unauthorized disclosure by the lawyer or other persons
who are participating in the representation of the client or who are subject to the lawyer's supervision.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Do not distributed without the written consent of Stasmaxer Incorgorated.
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Hackers don’t target law firms
because of technology — they target
them because of

trust, money, and data.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i e written consent of Stasmayer, Incorporate:
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You have something of value, even though you think you don't.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Before we begin...

What we are about show you will scare you...

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Evilginx is a man-in-the-middle attack framework used for
phishing login credentials along with session cookies, which in
turn allows to bypass 2-factor authentication protection.

Download Link:

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
Source:
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Evilginx Mastery Course
e37 Lessons

Learn everything about the latest methods of phishing, using reverse
proxying to bypass Multi-Factor Authentication. Learn to think like an
attacker, during your red team engagements, and become the master of
phishing with Evilginx.

Remote Deployment
Learn how to deploy Evilginx to remote server and properly set it up for
use in your phishing engagements.

€399

Evilginx Mastery (breakdev.org)

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Do not distributed without the written consent of Stasmayer, Incorporated.

Source: evilginx github
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Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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This is the time to be alive.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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We are at war...

Source — xfiles
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Secasmadgder

-https://x.com/Mi 196
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.

Security in the 90s

21

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Smarts matter!

The smarter you are, the easier it is to
hypnotize you, persuade you, and own you.

Do not distributed without the written consent of Stasmayer, Incorporated.
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Size Matters

FACT: the smaller you are,

Mids beware!

Whaling isn’t profitable!

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.

the more of a target you are.
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Cyber Crime Targets

SMBs are the prime target for cybercrime
organizations

Exist in high numbers

Contain valuable data

Lower security budgets

GUARANTEED to be less secure

B Eh RE0% e e eI esaeh O BB s e S rporated.
Tecost 't Zaps roreyn o

eyn  minlomon . ae ncorpr
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The Cost of IT goes down, right?

WRONG!

Cheaper computer consumes
exponentially more is not less spend.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Attack Surface over Time

LAN WAN (Surface)n*(n-1)

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Here's the reframe...

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.

If you think you're saving money now...
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Moist Robots*

e The weakest link is the human.

e Easily programmed through social proof,
repetition, persuasion, etc.

¢ We are the attack surface!
e We are also the firewall!

*”Moist Robots” is a term that Dilbert cartoonist, Scott Adams,
used to describe the ability for humans to be programmed.

e L AR N AR R ——
o aose antinon . norp

eeeee
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Cognitive Dissonance

e Psychology - cognitive dissonance sets in before and after
the event.

e “There’s no way I'd fall for that!”

e “There’s no way I fell for that!”

e Cognitive Dissonance, a path to the Dark Side, it is.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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The Data

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Hﬁ Hﬁi i i“ Eﬁiﬂ o maﬁ me written consent of Stasmaxer Incorﬁorated‘
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Cyber Crime is Easy Now

Source: Nist.gov | University of Memphis | https://www.nist i 017/01/19/d3 trkd saha puzzle based learning.pdf
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Do not distributed without the written consent of Sasmae \nmrﬁura(sd,
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Source: Crowdstrike Global threat Report 2025
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
i written consent of Stasmayer, Incorporated.
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Source: Crowdstrike Global threat Report 2025
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Source: Crowdstrike Global threat Report 2025
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Fraud Statistics for 2025

« The global average cost of a data breach was $4.44 million in 2025, a slight drop from the record high of
$4.88 million in 2024, (1BM)

« The average cost of a data breach in the United States was $10.22 million in 2025 - an all time high for any region.

e 88 percent of cybersecurity breaches are caused by human error. (Stanford)
e The average time to identify a breach is 181 days, continuing a downward trend since 2021. (IBM)

e The average lifecycle of a breach in 2025 fell to 241 days, from 258 days in 2024 (from identification to containment).
(IBM)

e The likelihood that a cybercrime entity is detected and prosecuted in the U.S. remains estimated at around 0.05 percent.

(World Economic Forum)
e 68 percent of breaches involved a human element in 2025. (Verizon)
o In 2024, the Federal Trade Commission received more than 1.2 million reports of identity theft (FTC)

e Security breaches in 2024 were up 75% year-over-year, with organizations facing an average of 1,876 attacks
per quarter. (Accenture)

o Cyber fatigue, or apathy to defending against cyberattacks, now affects 46% of organizations in 2025.. (Accenture)

« 64 percent of Americans have never checked to see if they were affected by a data breach. (Varonis)

e 56 percent of Americans don’t know what steps to take in the event of a data breach. (Varonis)

Source: https://www.varonis.com/blog/cybersecurity-statistics

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Fraud Facts

e Increase in fraud attempts seen across the board.
e Almost ALL cyberattacks are caused by human error

e Super Majority of fraud losses are from BEC (Business
Email Compromise)

e 70% of US CFOs say limited controls, risks to liquidity, and
payment fraud are challenges for their finance teams

e Young adults have highest check fraud amounts.

Source: Pinnacle Bank.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.

36

1/16/2026

18



How much will a
data breach or
ransomware cost
my law firm?
Insurance for the Digital Age

Great Tool

https:/ /keeprisk.at-bay.com/svc/data breach calculator

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Hﬁ Hii i i“ Eﬁiﬂ o mﬁﬁ me written consent of Stasmaxer IncorHuraled.
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Law Firm
$1.5M Annual Revenue

$50,574
Estimated Ransomware
Attack Cost

: : https://keeprisk.at-bay.com/svc/data_breach_calculator
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Hﬁ Hﬁi i i“ Eﬁsﬂ i iﬂﬁlﬁ iﬂﬁ written consent of Stasmaxer IncorEorated.
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Based on 2025 Phishing Benchmarking Report

For us Small Businesses:

3 out of 10 Employees can take down your business

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source - https://w: knowbe4. resour i ishing-by-industry-benchmarking-report
Do not distributed without the written consent of Stasmayer, Incorporated.
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Attacks Happening

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i e written consent of Stasmayer, Incorporate:
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For All Firms - Business Email
Compromise

The Godzilla of hacks right now.

ssssssssssssssssss

asmayer, Incorporated. All rights reserved.
Ut the Written consent of Stasmayer, Incorporated.
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Business Email Compromise

10’s of billions in losses.

[ ]

e Coming as spoofed emails from what are or look like credible sources.
e People out of the office are favorites targets.

e Common attack is trying to get wire transfers, data requests

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the Written consent of Stasmayer, Incorporated.
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Fle  Message  Help Q Tell me what you want to do

Your Email is moving

0 Microsoft 365 <—)Reply <E) Reply All

account-microsoft365.com>
To 0 Haris Michael
U 1t there are problems with how this message is displayed, click here to view t n a we
Hello Haris,
On September 25, e will be upgrading your email to Microsoft 365 (M365) Exchange Online. This date has been selected with your leadership tea it its potential impact.
The Proje  earn is working diligently to make this as smooth as possible. Expect to receive two more email reminders.

Th  ay of Migration email will have specific details on the migration timing and what you need do on the day of migration, and the next morning when you return to work. addition,

the "Day of Migration" email will outline how and who to contact should you experience any issues. Please be sure to read, and or print the email and related attachm

ow it will look
ou should not notice anything different. There should be little-to-no interruption to your normal work.

happens next
Withi e next one weeks:

Migra  reminder email - 3 Days prior

Migration der email — Day of Migration

You'll receive ins - s on how to set up your mobile device after the move.

You'll be provided a link 's M365 Getting Started SharePoint Site. This site has materials and documentation on M365.

What can you do to help?

ease take a few minutes to visit the site:
https://www.account-microsoft365.com/OutlookMigration/End User Guide and revi the information:

M365 App ica io

Tips and Tricks to resolve common issues
What to Expect post-migration

FAQs

Thanks for your support and cooperation,
M365 Project Team

-3 Forward

Wed 9/22/2021 law AM

Watch for tructions provided in the Day of email. We do need your help though, the M365 Getting started SharePoint site has some excellent documents on the

44
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How To Spot a Phishing Attack

45

Business Email Compromise

Never trust bank details that someone emails you

Teach everyone on your team to spot sneaky tricks

Train your people

Pick up the phone and call!

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
» » an

If someone says “Hey, pay to this new bank account now,” stop and check

46
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AP Scams

Docusign Enveiope i 401F 3ADZ-F 500 4024-8003. 361 TOBA4F ABD

— w.g Request for Taxpayer Give form 1o the
Z minf Customer |,“T.°|ce PN n_ldant..iﬂcntion Nul.llbor and CerIﬁc.aﬂon m:’r‘.ﬂ;;m

Belors you begin. For gusdance relaied 1o the purpose of Form W-5, ses Pumpass of Fom, below.
4 Harm of ity ncivickal. A envy I PRI [FOr 8,500 PIOGEIion T (RVeRGared #niRy. erter the Cwaars £3ms o e 1. ared saler T busmans deregarcied

oS rame on ine 2
ZDOMNFDHDCX}LLC
- o
s Tsioans, narre haragarcha sty raere, st rom v
AT Ramard sreemaryes wao $49,900.00
o $49,800.00 ZI:)()MNFUTECHN:'N.OSIE“:LLC
L T |4
42 ol e b cartamn srsen, ot
— N PN g " e ~ ,_ - e, vt v
S e i DR a1 § -;"““‘Mw c‘m Seopontion [ Putnantie ._mm-m‘
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Nota: Chiack 1 “LL" 0 above 8, 1 1 aniy §08cs, smiar T Bppeograts codk C, 5, of ) or the tax

E—— s ccermmcerl bcrasical simaeaea } chmfeation oftha LLC ks 181 dirgueat satty. & Sajanec sy I Tax
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Aol Expors Creat (100 IO S0

i | 30 1 0m v 3 you chocaan Parertog v “Trostintat,*orshackar LLG* and setared P Ay ax chasaficaton.
R oo 0 You s roukirg S ko i 4 el St or ehete ) W you e a8 o b, check g
== o e Thia b F you have any Kaseign pariners, cwnars, or beneliaes. s nsissctions Oulaich e Livd Bae)
Armcars Dum: 43,360 1 |8 Adarwes b, simot nc st or s 0] Sew etiorn. | Facusestior sama and accies iopsonal

[B05 BROADWAY ST, STE 500
|8 Cay, s, nd 2 cods
VANCOUVER, WA 98650

s T List acoount b hars ioptosal

s i

om AN Taxpayer identification Number [TIN]
Enter your TIN L
wihholdng, For ndeicuals, #us i gererly your social sscurty rumber (SN} However for s l J J J | l l |
resucert aben, sole propnetor, or dareganded enbiy. ses the reinactions for Part |, later. For other o i |
oo, £ is your smployer BN I . see How o et & + & L 4
TIN, e

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Be aware of poisoned PDFs

Or other strange documents therein.
Don’t download anything untrusted.
Hot tip: check the source

Even hotter tip: use the mobile app.

Seasmager

mayer, Incorporats reserve
tation s proprietary a tialinformation of yver, Incorporated. It is notintended to be recorded in any way, copied, or distributed without the written consent
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Docusign Scams

https://www.docusign.com/trust/security/incident-reporting

49

Copyright © 320221y Stasmayer, Incorporated. Al rights reserved.
Thec

Delete all text scams
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Costco examples

https://customerservice.costco.com/app/answers/answer view/a id/9770/~/currently-known-scams

Copyright © 32022y Stasmayer, Incorporated. Al rights reserved.
The content

way, copied, or

51
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SC Law Firm Stories

Disclaimer: Any resemblance to actual stories, images or graphics, persons, living or
dead or actual events is purely coincidental. These are not Stasmayer clients.

53

South Carolina Based Law Firm

Location: South Carolina
Cost: Over $3,000,000

Data accessed: Trust Funds

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Do not distributed without the written consent of Stasmaxer Incorgorated.

Attack type: Phishing attack and Man in the Middle Attack

Paralegal received an email from a bad actor after it was discovered the bad actor had been in the paralegal’s
mailbox for well over a year waiting for the right time to strike.

Once a large real estate closing was discovered the bad actor took advantage of the situation and was able to send
an email and change the routing numbers. The paralegal didn’t recognize a thing.

Money was never recovered. Yes, she should have called to confirm routing instructions.

54
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South Carolina Based Law Firm
Attack type: Phone Scam
Location: South Carolina

Cost: unknown

Data accessed: unknown

Associate was called at a local firm. The phone scammer mentioned that there were issues with this person’s bank
accounts and in order to fix the problem they needed to log into the victim’s computer.

The associate getting nervous about his money, said okay what do I need to do? The phone scammer said I am
going to email you a link. Simply click that and I can login and see what is going on.

The associate said that’s perfect. I have to run into a client meeting, so you can have my computer for the next hour.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. - 47

Do not distributed without the written consent of Stasma‘er \ncorgorated.
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South Carolina Based Law Firm

Attack type: Phishing, Man in the Middle Attack, Domain Spoofing
Location: South Carolina

Cost: Over $800,000

Data accessed: unknown

In 2019, an email pretending to be from the closing attorney was emai led to the victim'’s realtor. The imposter email
pretending to be the attorney had a domain with 1 letter off. The law firm did not authorize this domain name.

The imposter email said...”"The bank just placed a hold on our bank account as a result of someone attempting to
pass bad checks. We believe they will force us to shut the account and open a new checking. In the interim, all
incoming funds need to be channeled to our WELLS FARGO (account, etc).”

Funds were transferred and lost.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
e
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South Carolina Based Law Firm

Attack type: Microsoft Security Alert scam

Location: South Carolina

Cost: unknown

Data accessed: unknown

The fake Microsoft Security Alert is a common tech support scam affecting Windows users. Malicious websites use fake pop-up

warnings posing as Microsoft to trick users into calling fraudulent phone numbers. By instilling fear of malware and hacking,
scammers aim to gain remote access and steal personal data and money.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source - Fake Microsoft Security Alerts - How The Virus Pop-up Scam Works (malwaretips.com

Do not distributed without the written consent of Stasmayer, Incorporated.
e =
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e Reputation Damage
e Financial Impact

e Legal Implications
e Insurance and Liability
e And more...

e Regulatory Consequences
e Competitive Disadvantage

Fear of disclosing a hack or data breach

Notice of Data Breach

Delia Dental of California and afliliates (“Company™) was one of thousands ol organizations
impacted by a global data security incident resulting from a previously unknown vulnerability in

file transfer software, made by Prog Software. Through our
ent, we leamed unauthorized actors accessed centain protected health
information, including information shared in connection with dental procedures and claims
piyments.

What Happened?

Progre: used MOVER
file-transfer software program. This vulnerability led 10 a global data security incident that is
reported to have impacted thousands of ong ations, government
ngencies, insurance providers, pension funds, financial institutions, state education systems and
more

Software announced a previewsly unknown vulnerability within their wide

taunched a thorough investig
access to the MOVEit software, re alickous files, conducted a thorough anal
MOVEit database, applied the recommended patches and reset administrative pas rds 1o the
MOVEit system. We also enhanced unauthorized access monitoring related to MOVEit Transfer
file access, malicious activity and ransomware activity

Delta Dental Breach Notice — 2023
Orrick, Herrington & Sutcliffe
https://techcrunch.com/2026/01/04/orrick-law-firm-data-breach/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source: https://www1

om/content,

ddi n/pdf ice-of- it-dats ity-incident-en.pdf Do
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Copyright © 2026 by Stasmayer, Incorporated. All rights reserved
i i the written consent of Stasmayer, Incorporated.

So, what about AI?
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How are Hackers using AI to Hack?

e Automated Vulnerability Detection

¢ Al-Generated Phishing and Social Engineering
e Polymorphic and Self-Improving Malware

e Al-Powered Password Cracking

e Adversarial Attacks on Al Systems

e Countermeasures and Defense Strategies

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source - chatGPT
Do not distributed without the written consent of Stasmayer, Incorporated.
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Al Fraud

11/13/2025

In mid-September 2025, we detected suspicious activity that later investigation determined to be a highly
sophisticated espionage campaign. The attackers used Al’s “agentic” capabilities to an unprecedented

degree—using Al not just as an advisor, but to execute the cyberattacks themselves.

-Anthropic

Source: Anthrop ic

VCopyright 320 b520tsm26 eby Snotarsomataedy er, hs endncorporated. All rights reserved
Do not distributed without the written consent of Stasmayer, Incorporated.
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Al Fraud — How it happened

Source:anthropic
Copyrig 20usm26 by, St i
Do not distributed without the written consent of Stasmayer, Incorporated.
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AI Fraud - Voice Clones

Who's experienced this?

Source:anthropic
Copyri 20sm26.2¢by
Do not distributed without the written consent of Stasmayer, Incorporated.
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AI Fraud Prevention Tips

¢ Recognize Deep Fakes

e Listen to voice format details (works for now...)
¢ Notice odd video artifacts (works for now...)

e Listen to machine-like voice (works for now...)
e Trust no one!

Source: Pinnacle Bank.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved
Do not distributed without the written consent of Stasmayer, Incory

Al Fraud Prevention Tips

Do it Old Skool: Hang up the audio or video call.
Call known official contact coordinates.

Source: Pinnacle Bank,

Copyright © 2026 by Stasmayer, Incorporated. Al rights reserved
Do not distributed without the written consent of Stasmayer, Incorporated.
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Not real!

Julia McCoy

Firstmovers.ai

https://www.youtube.com/@JuliaMcCoy

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Do not distributed without the written consent of Stasmayer, Incorporated.

67

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
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Tools and Processes
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Note:

Remember to hire a professional group.

Setup, Configure, Train, and Manage

Small to Large Firms can use the majority of the tools.
Solos we have recommendations for you.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Endpoint

Security

e Have EDR

e Managed
Detection and
Response
(MDR)

Recommended Cybersecurity Tools & Processes

Managed Services
(Patching, Support, Backups, Encryption, etc.)

Cybersecurity Services

Threat Risk

Assessment

Training
e Awareness

Secure Access
e Password

Incident

Management
e Security
Information and
Event Monitoring
(SIEM)
e Security
Operation Center
(SOC) - 24x7
e Business Email
Compromise
Protection (ITDR)

Response

e Policy & Plan
e Cyber
Insurance

Management
(GESSGY)
e Phishing
Resistant MFA
e Privileged
Access
Management

e Dark Web

e Vulnerability

Training
e Phishing
Simulation

Monitoring

Scans

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Rﬁ Hﬂi i m Hﬁi i imm me written consent of Stasmaxer IncorEorated.
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Compliance

Regardless of your federal or state requirements...

Compliance yields security

What do your customers expect?

People aren’t waking up expecting to be in a breach.

What does this mean?

Copyright © 2026 by Stasmayer, Incorporated. Al rights reserved. Source ~ Google Images / connectwise.com
Coyr e

Do not distributed without the written consent of Stasmayer, Incorporated.
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Endpoint Security

Managed Detection and Response (MDR)

Endpoint Detection and Response (EDR) is an organizational security tool that monitors, detects, and responds to
malicious activity on enterprise networks. It collects data from endpoints such as desktops, laptops, and mobile
devices, which it then analyzes for suspicious activity likely to come from hackers. It responds to this suspicious
activity by blocking it, alerting users, or taking other actions. EDR detects a range of activity, such as malicious code,
malicious files, and network intrusions, and works by collecting system and network data, such as log files, network
traffic, and memory dumps.

It becomes an MDR when it’s connected to a 24/7 Security Operation Center (SOC).

Helps you fight against network attacks, ransomware, zero-day attacks, and insider

threats. Pricing varies based on vendor, options, and network environments.

Solo Law Firm Tip: If using Microsoft 365 Premium, Microsoft Defender for EDR is Included.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source - Google Images / connectwise.com
Do not distributed without the written consent of Stasmayer, Incorporated.
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Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source ~ Google Images / sentinelone.com Do not
distributed without the written consent of Stasmayer, Incorporated.
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Threat Management

Security Information and Event Monitoring (SIEM)

Security Information and Event Management; SIEM is a co-managed threat detection and response platform that
offers a powerful alternative to expand the security perspective of a business to both prevention and detection.

Lots of companies are bundling MDR and SIEM.

Pricing varies based on vendor, options, and network environments.

Solo Law Firm Tip: Rare that you will be required to have this.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — Google Images / connectwise.com
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How ITDR relates to BEC (Business Email Compromise)
Business Email Compromise often looks like:

Identity Threat Detection and Response (ITDR)

ITDR continuously watches identity systems for post-compromise behavior, such as:
e Suspicious authentication
e Account takeover behavior in M365 / Google Workspace
e Cloud configuration changes

1. User gets phished

2. Attacker logs in (no malware)

3. Attacker creates mail rules + sets up persistence
4. Attacker impersonates and initiates wire fraud

ITDR is designed to catch steps 2—4, even when the attacker is using valid credentials.

Threat Management

Solo Law Firm Tip: Microsoft Defender for Office 365 with Subscription + Entra ID

2026 by Stasmayer, Incorporated. All rights reserved. Source — Google Images
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Incident Response

Incident Response Policy & Plan

Great Resource - https://www.hhs.gov/sites/default/files/cybersecurity-incident-response-plans.pdf

Resource:

Computer Security Incident Handling Guide Available - NIST SP 800-61 Revision 2
Seeks to give organizations practical guidelines / Not regulatory documents
Primary focus: Detecting, analyzing, prioritizing, and handling incidents

1. Make a Policy to define what is a security incident for your firm
2. Create Cybersecurity Incident Response Plan
3. Preparation and Planning
4. Training and Test
Solo Law Firm Tip: Easy

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — above link

Do not distributed without the written consent of Stasmayer, Incorporated.
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Incident Response
Cyber Insurance
A key component to your Incident Response Plan
Find a Cyber Insurance Company that Specializes in Cyber Insurance which can help you cover:
1. 3rd Party Liability
2. Cyber Extortion
3. Business Interruption
4. Data Breach
e Data breach response and remediation, including legal defense costs, customer, IT forensics, crisis
media relations support and necessary work with regulators and authorities.
https://datastreaminsurance.com/
Solo Law Firm Tip: Easy
Copyright © 2026 by Stasmayer, Incorporated. All ights reserved. Source - datasteaminsurance.com
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Cyber Insurance Requirements

If you don’t have cyber insurance, get it!

4 Could be de facto regulation requirements for you.

Requirements are valuable safeguards. GOOD THING!

Could be the best thing that happened to you.

ISeasmader

1/16/2026

Incident Response

Copyrght © 32022 by Stasmayer, Incorporated. Alights reserved.

How it works

Insurance

Breach Coach

Forensics

*Attorney Client Privilege*

NEVER DO THEM ON YOUR OWN!

Report all crimes to https://www.ic3.gov/

aaaaaaaaaaa
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Secure Access

Password Management with Pass

Key Pricing starts
Central Password Management for Personal, Family, Teams and Business $1/month and up

depending on solution
e Protect yourself
e Savetime
e Actionable Insights
e Legacy Protection
e Can Log Activity with SIEM
e Be Used with SSO
e FIDO2 Keys

Solo Law Firm Tip: 1Password Business is $7.99/month.
Can link with Entra ID. Great legacy planning tool.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — 1password.com / Bitwarden.com / yubico.com Do
not distributed without the written consent of Stasmayer, Incorporated.
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Seasmader Secure Access

Phishing-resistant MFA Authentication

Phishing-resistant Multi-Factor Authentication (MFA) is like having an ultra-secure lock on your online accounts
that requires not just a password, but also something unique to you (like your fingerprint or a special key) to unlock.

Do not use SMS, Voice, or Email for MFA

Pricing varies per vendor and network environment.

Solo Law Firm Tip: Microsoft Entra ID

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — okta.com / duo.com / Microsoft.com
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Risk Assessment
Dark Web Monitoring

o Dark Web Monitoring is a service that scans for your personal and company information on dark websites and
forums. It is important because identity thieves can buy or sell your personal information to commit several illicit
activities.

Pricing varies per vendor.

Solo Law Firm Tip: www.haveibeenpwned.com

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source ~ Norton.com/rapid7.com/google images/ Do
not distributed without the written consent of Stasmayer, Incorporated.
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IScasmager Risk Assessment
Vulnerability Scans
Proactively identify and address security weaknesses, reducing the risk of cyberattacks and potential data breaches.
Ensure that software vulnerabilities are promptly addressed, minimizing the risk of security breaches and
protecting valuable data.
Solo Law Firm Tip: M365 Premium (lacks
external networking scans / pen testing)
Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — e.com/Rapid7.com/tenable.col idfi om Do
not distributed without the written consent of Stasma‘er, \nmrgorated.
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Training
Awareness Training
Training is #1 when it comes to Cybersecurity.

Solutions include:

o Attack vector training
e Behavioral Science

e Training Reports

e Phish Reporting

e And more...

Pricing varies per vendor, options and user requirements.

Solo Law Firm Tip: www.cisa.gov — Free Training

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source  ninjio.com/knowbed.com/proofpoint.com Do
not distributed without the written consent of Stasmayer, Incorporated.
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Phishing Simulation

e Test your staff after training and often
e Not a one and done

e Automated simulation

e Super Valuable

Pricing varies per vendor, options
and user requirements.

Solo Law Firm Tip: www.knowbe4.com/free-cybersecurity-tools/phishing-security-test

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source — ninjio.c knowbe4.com/proofpoint.com Do
not distributed without the written consent of Stasmayer, Incorporated.
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#1 Step — If you Click Something

1. Unplug the Device
2. Tell your IT to Isolate and Air Gap
3. Call your Cyber Insurance Carrier Immediately

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i e written consent of Stasmayer, Incorporate:
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Lightning Round

Copyright © 2026 by Stasmayer, Incorporated. Al rights reserved.
istri i written consent of Stasmayer, Incorporate
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Protect your wire transactions!
o Verify Identity and Bank Details
e Wire Fraud Insurance

e Fraud Recovery Services

Contact for pricing

https://www.certifid.com/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.

89

WIRE FRAUD PROTECTION

Wi-Fi Pineapple

Looks like a Router! It not!

e Helps user create a Rogue Access Point

e Steal People’s Login Credentials

e Carry out Advanced man-in-middle attacks
e Analyze Wi-Fi Handshakes

e Crack Wi-Fi passwords

e And more....

$139.99

https//shop.hak5.0org/p rodu cts/wifi-pineapple

Example

SSID: 2026SCBARCLECenter

Source: https://www.zdnet.com/article/7-hacking-tools-that-look-harmless-but-can-do-real-damage/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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SEeasmagder

Security News

Latest news on security and breaches

Go to krebsonsecurity.com to subscribe

Free

Source: krebsonsecurity.com Copyright © 2026 by Stasmayer, Incorporated. Al rights reserved
Do not distributed without the written consent of Stasmayer, Incorporated|

91
e SANS is the most trusted and by far the largest source for information security training and security
certification.
e Free Resources - Policies ranging from Acceptable Use, Email Policy, Password Protection, and more
https://www.sans.org
https://www.sans.org/information-security-policy/?msc=securityresourceslp
ISecasmader
Source: sans.org Copyright © 2026 by Stasmayer, Incorporated. Al rights reserved|
Do not distributed without the written consent of Stasmayer, Incorporated
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https://shop.flipp erzero.one/

Source: https://www.zdnet.com/article/7-hacking-tools-that-look-harmless-but-can-do-real-damage/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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https://shop.hak5.org/products/omg-cable

Source: https://www.zdnet.com/article/7-hacking-tools-that-look-harmless-but-can-do-real-damage/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Last Inning

95

1/16/2026

48



1/16/2026

“An ounce of prevention is worth a
pound of cure.” — Ben Franklin
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Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i e written consent of Stasmayer, Incorporate:

We believe organizations need to make
cybersecurity a community and training
effort.

99

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

But by not mentioning it....the legal
community is not benefiting.

written consent of Stasmayer, Incorporate
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Alert: Fraudulent email messages from SCBAR

Source - https://www.scbar.org/bar-news/article/alert-fraudulent-email-message/

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
Do not distributed without the written consent of Stasmayer, Incorporated.
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Let’s Build a
Stronger
Community

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved. Source -_hp-habitat-for-hu manity.jpg (1019x673) ( inning.com)- by Unknown Author is licensed under
Do not distributed without the written consent of Stasmayer, Incorporated.

102

1/16/2026

51



Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.

Please keep this in mind...

e We sometimes get calls from people in tears.
e This has already happened to your peers.
e And...most of them don't talk about it.

e written consent of Stasmayer, Incorporate:
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Please take security seriously.

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
stril i
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IScasmadenr

Thank you for your time. Questions?

Want a Free Security Checklist - info@stasmayer.com

Rick Krenmayer - rick@stasmayer.com

David Stasaitis — dave@stasmayer.com

Stasmayer, Incorporated

3815 W. Montague Ave, Suite 200
North Charleston, SC 29418
Office Phone: 843-724-3440

www.stasmayer.com

Copyright © 2026 by Stasmayer, Incorporated. All rights reserved.
st i written consent of Stasmayer, Incorporated.

105

THE END
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South Carolina Bar

Continuing Legal Education Division

Systemize the Work, so you can Be the Lawyer:
Real tools. Real workflows. Real time back

Brooks Derrick
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