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SOUTH CAROLINA CRIMINAL LAW 

LEGISLATIVE UPDATE (2016) 

 

Expungements 

A. 132 (S. 255) 

Signed by the Governor: February 16, 2016 

Effective Date: 90 days after approval by the Governor 

 

     The Act amends § 17-1-40, relating to expungements, to provide that if charges are dismissed or a 

person is found not guilty, the arrest and booking records must be destroyed, with the following 

exceptions: 

     (1) Law enforcement and prosecution agencies shall retain records under seal for 3 years and 120 days.  

The records may be retained indefinitely for certain purposes; 

     (2) Detention and correctional facilities shall retain records under seal for 3 years and 120 days for 

certain purposes;   

     (3) PPP is not required to expunge records, if charges were dismissed by conditional discharge; and 

     (4) Law enforcement and prosecution agencies shall retain investigative files under seal for 3 years and 

120 days.  The information may be retained indefinitely for certain purposes.  If a FOIA request is made 

to review an incident report, the agency shall redact the person’s identifying information. 

An agency may not collect a fee for the destruction of records.  If a person pleads guilty to a lesser 

included offense and the solicitor deems it appropriate, the solicitor shall notify SLED and SLED shall 

request that the person’s record reflects the lesser included offense rather than the offense originally 

charged. 

 

     Also, the Act amends Chapter 1, Title 17, by adding § 17-1-60 to provide that it is unlawful to obtain, 

or attempt to obtain, a person’s arrest and booking records knowing: 

     (1) the records will be published on a website or publication; and 

     (2) removal or revision of the records requires the payment of a fee. 

It is unlawful to require a fee to remove, revise, or refrain from posting to a website or publication a 

person’s records.  A person or entity shall remove the records within 30 days of a request to remove the 

records. 

If the charges were dismissed as a result of the person pleading to a lesser included offense, or a different 

offense, the publisher shall revise the records to reflect the lesser included or different offense. 

A person or entity who violates the above provisions is subject to a civil cause of action. 

It is unlawful for a government employee to provide the records knowing: 

     (1) the records will be published on a nongovernmental website or publication; and 

     (2) removal or revision of the records requires a fee. 

An employee who violates this provision is guilty of a misdemeanor, and must be fined not more than 

$1,000 or be imprisoned not more than 60 days, or both.   

 

     As well, the Act amends § 17-22-950, relating to expungements, to provide that if charges are brought 

in summary court, the person is found not guilty or the charges are dismissed, and the person was: 

     (1) fingerprinted, the summary court, at no cost, immediately shall issue an expungement order, with 

certain exceptions; or 



     (2) not fingerprinted, the person may apply to the summary court, at no cost, for an expungement, with 

certain exceptions.  After verification that the charges are appropriate for expungement, the court shall 

issue an expungement order. 

Charges must be removed from all Internet-based public records no later than 30 days from the 

disposition date, regardless of whether the person applies for expungement.   

 

     Additionally, the Act amends § 22-5-910(A), relating to expungements, to provide that following a 1
st
 

offense conviction carrying a penalty of not more than 30 days or $1,000, or both, the defendant, after 3 

years from the conviction date, may apply to the circuit court for an expungement.  This section does not 

apply to a motor vehicle offense. 

 

     Finally, the Act amends § 22-5-920(B), relating to youthful offender expungements, to provide that 

following a 1
st
 offense conviction as a youthful offender, the offender, after 5 years from completion of 

the sentence may apply to the circuit court for an expungement.  This section does not apply to: 

     (1) a motor vehicle offense; 

     (2) an offense classified as a violent crime in § 16-1-60; or 

     (3) an offense contained in Chapter 25, Title 16, except as otherwise provided in § 16-25-30. 

If the offender has had no other conviction during the 5-year period, the circuit court may issue an 

expungement order.  A person who is eligible but not sentenced pursuant to the Youthful Offender Act, is 

not eligible for an expungement. 

 

South Carolina Law Enforcement Hall of Fame Advisory Committee 

A. 136 (H. 4507) 

Signed by the Governor: March 2, 2016 

Effective Date: March 2, 2016 

 

     The Act amends § 23-25-20(B), relating to the South Carolina Law Enforcement Officers Hall of 

Fame Advisory Committee, to add the President of the South Carolina Fraternal Order of Police, or the 

President’s designee, as a Committee member. 

 

Domestic Violence Fatality Review Committees 

A. 147 (H. 4666) 

Signed by the Governor: March 15, 2016 

Effective Date: March 15, 2016 

 

     The Act amends Chapter 25, Title 16, by adding Article 7 to establish Domestic Violence Fatality 

Review Committees.  Each Circuit Solicitor is required to establish a Committee to identify and review 

domestic violence deaths and facilitate communication among agencies involved in domestic violence 

cases.  Only deaths in which the investigations are closed may be reviewed by a Committee. 

 

     The Commission on Prosecution Coordination is required to develop: 

     (1) a protocol for domestic violence fatality reviews; and 

     (2) a protocol that must be used to assist coroners and persons who perform autopsies in the 

identification of domestic violence, determination of whether domestic violence contributed to the death, 

and proper written reporting procedures for domestic violence. 

 

     Committees may be comprised of, but not limited to: 

     (1) experts in the field of forensic pathology; 

     (2) medical personnel with expertise in domestic violence; 

     (3) coroners and medical examiners; 

     (4) criminologists; 



     (5) assistant solicitors; 

     (6) domestic violence abuse organization staff; 

     (7) legal aid attorneys who represent victims of abuse; 

     (8) a representative of the local bar associations; 

     (9) local and state law enforcement personnel; 

     (10) representatives of local agencies that are involved with domestic violence abuse reporting; 

     (11) county health department staff who deal with domestic violence victims' health issues; 

     (12) representatives of local child abuse agencies; and 

     (13) local professional associations of persons described above. 

 

     Committee meetings are closed to the public and are not subject to FOIA when the Committee is 

discussing an individual case.  Committee members and persons attending meetings are prohibited from 

disclosing what transpired at a meeting which is not public under FOIA.  Committee members, persons 

attending a Committee meeting, and persons who present information to the Committee may not be 

required to disclose information presented in or opinions formed as a result of a meeting.  Committee 

members are prohibited from keeping copies of information obtained or created by the Committee.  Upon 

completion of an investigation, all information is required to remain with the Circuit Solicitor.  A 

violation for the above provisions is a misdemeanor, punishable by a fine of not more than $500 or 

imprisonment of not more than 6 months, or both.  A communication or document shared within, 

produced by, or provided to a Committee related to a domestic violence death is confidential and not 

subject to disclosure pursuant to FOIA or discoverable by a third party.  Committee recommendations 

may be disclosed at the discretion of a majority of the Committee members. 

 

     Upon the Committee’s request, and as allowed by law, the Committee immediately must be provided 

access to information maintained by a: 

     (1) provider of medical care; and 

     (2) state or local government agency. 

 

     The Committee shall make recommendations to the Domestic Violence Advisory Committee 

regarding: 

     (1) training, consultation, needs, and service gaps that would decrease domestic violence; 

     (2) the need for changes to statutes, regulations, policies, or procedures to decrease domestic violence; 

     (3) education of the public regarding domestic violence; 

     (4) training on the causes and identification of domestic violence incidents, indicators, and injuries; 

and 

     (5) the development and implementation of policies and procedures for domestic Committee 

operations. 

 

“Omnibus Sentencing Reform Act” Clean-up 

A. 154 (H. 3545) 

Signed by the Governor: April 21, 2016 

Effective Date: April 21, 2016 

 

     In 2010, the General Assembly passed the “Omnibus Sentencing Reform Act.”  Since the passage, 

government agencies, judges, attorneys, criminal justice advocates, and others have requested various 

changes needed for clarification and further sentencing reforms.  This Act incorporates those changes. 

 

     The Act amends § 16-11-110, relating to arson, to restructure the elements and penalties for arson. 

 

     Also, the Act amends § 16-23-500, relating to unlawful possession of a firearm, to provide that a law 

enforcement agency that receives a firearm shall release the firearm to an innocent owner.  



 

     As well, the Act amends § 22-3-560, regarding breaches of the peace, to clarify that Magistrates may 

punish breaches of the peace by a fine not exceeding $500 or imprisonment not exceeding 30 days, or 

both. 

 

     Additionally, the Act amends § 24-19-10(d), relating to youthful offenders, to clarify that if a youthful 

offender commits burglary in the 2
nd

 degree with aggravating circumstances, the offender must serve a 

minimum sentence of at least 3 years. 

 

     Moreover, the Act amends § 24-21-5(1) and § 24-21-100(A), relating to administrative monitoring by 

the Department of Probation, Parole and Pardon Services (PPP), to provide that written notices of 

hearings must be given by PPP by depositing the notice in the United States mail addressed to the person 

at the address contained in PPP’s records.     

 

     Furthermore, the Act amends § 24-21-280(D), relating to compliance credits, to provide that an 

individual may earn up to 20 days of compliance credits for each 30-day period in which PPP determines 

that the individual has substantially fulfilled conditions of supervision. 

 

     Also, the Act amends § 44-53-370(b), § 44-53-375(B), and § 44-53-470, relating to controlled 

substances, to clarify that § 44-53-470 is the relevant statute to determine whether a controlled substance 

offense is considered a subsequent offense.  This provision also provides that a conviction for trafficking 

must be considered a prior offense for purposes of any controlled substance prosecution.  As well, this 

provision clarifies that confinement includes incarceration and supervised release. 

 

     Finally, the Act amends § 56-1-396(F), relating to the driver’s license suspension amnesty period, to 

provide that qualifying suspensions do not include suspensions for DUI, DUAC, or Felony DUI. 

 

Electronic Traffic Tickets 

A. 185 (H. 3685) 

Signed by the Governor: May 25, 2016 

Effective Date: January 1, 2017 
 

     The Act amends § 56-7-20, relating to uniform traffic tickets, to provide that tickets may be collected 

electronically, but must be transmitted to the Department of Motor Vehicles electronically.  

Transmissions must be made pursuant to the DMV’s specifications. 

 

     Also, the Act amends § 56-7-30, relating to uniform traffic tickets, to provide that a court’s ticket copy 

must be forwarded by a law enforcement agency to the court, in a format as prescribed by the South 

Carolina Judicial Department, and electronically to the DMV within 3 business days of issuance to the 

offender.  After final trial court action or nolle prosequi, disposition information must be forwarded 

electronically to the DMV by the court within 5 business days of the trial date.  Transmissions to the 

DMV must be made pursuant to the DMV’s and the South Carolina Judicial Department’s specifications. 

 

     As well, the Act amends § 56-7-40, relating to violations of the uniform traffic ticket requirements, to 

remove the punishment for failing to timely forward the results of the annual inventory to the DMV. 

 

     Additionally, the Act amends § 56-1-365, relating to the surrender of revoked or suspended driver’s 

licenses, to provide that the DMV shall electronically receive disposition and license surrender 

information from a clerk of court or magistrate immediately after the clerk of court or magistrate receives 

a revoked or suspended driver’s license.  If the DMV does not collect the information and disposition 

immediately, the clerk or magistrate shall forward the surrender information, disposition, and other 



documentation to the DMV within 5 business days after receipt.  If the clerk or magistrate willfully fails 

to electronically forward the information and disposition to the DMV within 5 business days, the 

revocation or suspension does not begin until the DMV receives and processes the license and ticket, 

provided that the end date of the revocation or suspension must be calculated from the surrender date and 

not the date the DMV receives and processes the ticket.  Also, this provision provides that if the defendant 

is already under suspension for a previous offense at the time of conviction or plea, the court shall use 

judicial discretion in determining if the suspension period for the subsequent offense runs consecutively 

and commences upon the expiration of the revocation or suspension for the prior offense, or if the 

suspension period for the subsequent offense runs concurrently with the revocation or suspension of the 

prior offense. 

 

     Moreover, the Act amends § 56-1-370, relating to administrative hearings, to provide that if an 

administrative hearing results in the continued suspension, cancellation, or revocation of a driver’s 

license, the suspension, cancellation, or revocation is deemed to commence upon the administrative 

hearing date, provided information is transmitted electronically to the DMV on the hearing date and not 

on the notice date provided by the DMV. 

 

     Finally, the Act repeals § 56-3-1972, relating to uniform parking violations tickets. 

 

“Law Enforcement Assistance and Support Act” 

A. 222 (H. 3653) 

Signed by the Governor: June 3, 2016 

Effective Date: June 3, 2016 

 

     The Act amends Chapter 20, Title 23, relating to the “Law Enforcement Assistance and Support Act,” 

to provide that a political subdivision of the State may enter into mutual aid agreements as necessary for 

the proper and prudent exercise of public safety functions. 

 

     An agreement must be in writing, and include, but may not be limited to, the following: 

     (1) a statement of the specific services to be provided; 

     (2) specific language dealing with financial agreements between the parties; 

     (3) specification of the records to be maintained concerning the performance of services; 

     (4) language dealing with the duration, modification, and termination of the agreement; 

     (5) specific language dealing with the legal contingencies for any lawsuits or damages; 

     (6) a stipulation as to which law enforcement authority maintains control over the personnel; 

     (7) specific arrangements for the use of equipment and facilities; and 

     (8) specific language dealing with the processing of requests for information pursuant to FOIA. 

 

     An agreement must be approved by the governing bodies of each political subdivision.  However, an 

elected official whose office was created by the Constitution or State law is not required to seek approval 

from the elected official’s governing body in order to participate in agreements. 

 

     Provided the agreements terms and conditions are followed, the chief executive officers of the law 

enforcement agencies in the political subdivisions have the authority to send and receive such resources, 

including personnel, as needed to maintain the public peace and welfare. 

 

     The provided officers have the same legal rights, powers, and duties to enforce the State’s laws as the 

law enforcement agency requesting the services. 

 

     Agreements may last until the agreement is terminated by a participating party. 

 



     The Governor, upon the request of a law enforcement authority or in the Governor’s discretion, may 

by executive order, waive the requirement for an agreement for law enforcement services during a natural 

disaster or other emergency affecting public safety. 

 

 

 

 

 

 

 

Georgia and North Carolina Concealed Weapons Permits 

A. 223 (H. 3799) 

Signed by the Governor: June 3, 2016 

Effective Date: June 3, 2016 

 

     The Act amends § 23-31-215(N), relating to concealed weapons permits, to provide that South 

Carolina shall automatically recognize concealed weapons permits issued by Georgia and North Carolina. 

 

Law Enforcement Quotas 

A. 264 (H. 4387) 

Signed by the Governor: June 9, 2016 

Effective Date: June 9, 2016 

 

     The Act amends Chapter 1, Title 23, by adding § 23-1-245 to prohibit law enforcement agencies from 

establishing quotas for the number of citations issued.  The Act does not prohibit evaluating an officer’s 

performance based on the officer’s points of contact. 

 

Juvenile Justice Age of Jurisdiction 

A. 268 (S. 916) 

Signed by the Governor: June 6, 2016 

Effective Date: Section 10 takes effect June 6, 2016.  Sections 1 through 9 and Section 11 take effect 

July 1, 2019, contingent upon DJJ having received funds necessary for implementation. 

 

     The Act amends § 63-3-510, relating to family court jurisdiction, to provide that family courts have 

exclusive jurisdiction over persons 18 or older alleged to have violated a law prior to turning 18.  If a 

family court has jurisdiction of a child under 18 years of age, jurisdiction continues so long as the court 

deems it necessary, but jurisdiction must terminate when the child attains the age of 22.  A child who has 

been adjudicated delinquent and placed on probation by a family court remains under the family court’s 

authority until the probation’s expiration, but no later than the child’s 20
th
 birthday. 

 

     Also, the Act amends § 63-19-20(1), relating to juvenile justice definitions, to provide that a “child” or 

“juvenile” means a person less than 18 years of age.  “Child” or “juvenile” does not mean a person 17 or 

older charged with a Class A, B, C, or D felony, or a felony with a maximum term of imprisonment of 15 

years or more.  However, such a person may be remanded to a family court at the solicitor’s discretion. 

 

     As well, the Act amends § 63-19-1210, relating to transfer of jurisdiction, to provide that if a child was 

under the age of 18 at the time of committing an alleged offense, the circuit court shall transfer the case to 

a family court, except in certain cases.  If a child 17 or older is charged with an offense which, if 

committed by an adult, would be a misdemeanor, Class E or F felony, or a felony which provides for a 

maximum term of imprisonment of 10 years or less, and if a court considers it contrary to the child or 

public’s best interest to retain jurisdiction, the court may bind over the child for to a court which would 



have jurisdiction if committed by an adult.  If a child 14, 15, or 16 years of age is charged with an offense 

which, if committed by an adult, would be a Class A, B, C, or D felony, or a felony which provides for a 

maximum term of imprisonment of 15 years or more, a court may bind over the child for proper criminal 

proceedings to a court which would have jurisdiction if committed by an adult.  If a child 14 or older is 

charged with a violation of § 16-23-430, § 16-23-20, or § 44-53-445, a court may bind over the child to a 

court which would have jurisdiction if committed by an adult.  If a child 14 years of age or older is 

charged with an offense which, if committed by an adult, provides for a term of imprisonment of 10 years 

or more and the child previously has been adjudicated delinquent in family court or convicted in circuit 

court for 2 prior offenses which, if committed by an adult, provide for a term of imprisonment of 10 years 

or more, a court may bind over the child to a court which would have jurisdiction if committed by an 

adult. 

 

     Moreover, the Act amends § 63-19-1410(A), relating to adjudication of juveniles, to provide that a 

family court may place a child on probation or supervision for a specified time no later than the child’s 

20
th
 birthday.  A family court may commit a child to an agency authorized to care for children or place the 

child in family homes or under the guardianship of a suitable person, but not beyond the child’s 22
nd

 

birthday. 

 

     Furthermore, the Act amends § 63-19-1420, relating to driver’s licenses, to provide that if a child is 

adjudicated delinquent for a status offense, a court may suspend or restrict the child’s driver’s license 

until the child’s 18
th
 birthday.  If a child is adjudicated delinquent for a criminal offense, a court may 

suspend or restrict the child’s driver’s license until the child’s 20
th
 birthday. 

 

     Also, the Act amends § 63-19-1440, relating to commitment of juveniles to the Department of Juvenile 

Justice (DJJ), to provide that after a child’s 12
th
 birthday and before the child’s 18

th
 birthday may be 

committed to DJJ’s custody.  Children under the age of 12 must be committed to DJJ’s custody.  

Commitment must be for an indeterminate sentence not beyond the 22
nd

 birthday or for a determinate 

commitment not to exceed 90 days.  A juvenile committed to DJJ following an adjudication for a violent 

offense contained in § 16-1-60 or for assault and battery of a high and aggravated nature, who has not 

been paroled or released by the juvenile’s 18
th
 birthday, must be transferred to the Department of 

Corrections’ Youthful Offender Division.  If not released sooner, a transferred juvenile must be released 

by the juvenile’s 22
nd

 birthday. 

 

     As well, the Act amends § 63-19-1850(A), relating to the conditional release of juveniles, to provide 

that the specified period of conditional release may expire before but not after the juvenile’s 22
nd

 birthday. 

 

     Additionally, the Act amends § 63-19-2050(C), relating to expungements, to provide that a family 

court shall not grant an expungement unless the court finds that the person is at least 18 years of age. 

 

     Finally, the Act provides that South Carolina Court Administration shall collect data relevant to 

determining the fiscal and revenue impact of the Act and make a report to the General Assembly by 

September 1, 2017. 

 

Counterfeit and Nonfunctional Airbags 

A. 271 (S. 1015) 

Signed by the Governor:  June 9, 2016 

Effective Date: June 9, 2016 

 

     The Act amends Article 1, Chapter 13, Title 16, by adding § 16-13-165 to provide that it is unlawful 

for a person to knowingly and intentionally: 



     (1) import, manufacture, sell, offer for sale, install, or reinstall in a motor vehicle, a counterfeit airbag, 

a nonfunctional airbag, or an object that the person knows was not designed to comply with federal motor 

vehicle safety standards; 

     (2) sell, offer for sale, install, or reinstall in a motor vehicle a device that causes a motor vehicle’s 

diagnostic system to inaccurately indicate that the motor vehicle is equipped with a properly functioning 

airbag; 

     (3) sell, lease, trade, or transfer a motor vehicle, if the person knows that a counterfeit airbag, a 

nonfunctional airbag, or an object that the person knows was not designed to comply with federal motor 

vehicle safety standards has been installed as part of the motor vehicle’s inflatable restraint system. 

 

     A person who knowingly and intentionally installs or reinstalls an airbag that is counterfeit, 

nonfunctional, does not comply with the federal motor vehicle safety standards, or installs or reinstalls a 

device that causes a motor vehicle’s diagnostic system to inaccurately indicate that the motor vehicle is 

equipped with a properly functioning airbag is: 

     (1) for a 1
st
 offense, guilty of a misdemeanor, and must be fined in the discretion of the court or 

imprisoned for not more than 1 year, or both; 

     (2) for a 2
nd

 or subsequent offense, guilty of a felony, and must be fined not more than $5,000 or 

imprisoned for not more than 5 years, or both. 

 

     A person who knowingly and intentionally imports, manufactures, sells, or offers to sell, an airbag that 

is counterfeit, nonfunctional, does not comply with the federal motor vehicle safety standards, or a device 

that causes a motor vehicle’s diagnostic system to inaccurately indicate that the motor vehicle is equipped 

with a properly functioning airbag is: 

     (1) for a 1
st
 offense, guilty of a felony, and must be fined not more than $5,000 or imprisoned for not 

more than 5 years, or both; 

     (2) for a 2
nd

 or subsequent offense, guilty of a felony, and must be fined not more than $10,000 or 

imprisoned for not more than 10 years, or both. 

 

     A person who knowingly and intentionally sells, leases, trades, or transfers a motor vehicle when the 

person knows that the motor vehicle contains an airbag that is counterfeit, nonfunctional, or does not 

comply with the federal motor vehicle safety standards is: 

     (1) for a 1
st
 offense, guilty of a felony, and must be fined not more than $5,000 or imprisoned for not 

more than 5 years, or both; 

     (2) for a 2
nd

 or subsequent offense, guilty of a felony, and must be fined not more than $10,000 or 

imprisoned for not more than 10 years, or both.   

 

     A person whose violation of subsection (B)(2) or (B)(3) results in great bodily harm or death is: 

     (1) for a 1
st
 offense, guilty of a felony, and must be fined not more than $25,000 or imprisoned for not 

more than 10 years, or both; 

     (2) for a 2
nd

 or subsequent offense, guilty of a felony, and must be fined not more than $100,000 or 

imprisoned for not more than 20 years, or both. 

 

     Persons other than individuals who violate the provisions of subsection (A) are: 

     (1) for a 1
st
 offense, guilty of a felony, and must be fined not more than $1,000,000 or imprisoned 

subject to the discretion of the judge, or both; 

     (2) for a 2
nd

 or subsequent offense, guilty of a felony, and must be fined not more than $10,000,000 or 

imprisoned subject to the discretion of the judge, or both. 

 

South Carolina Rules of Criminal Procedure - Closing Arguments 

(S. 1191) 



 

     Proposed Rule 21 was submitted on January 28, 2016, and would have become effective on April 28, 

2016; however, the rule was disapproved by the General Assembly through this concurrent resolution.  

The common law rule permits a defendant to retain the final closing argument, if the defendant presented 

no evidence during the trial.  Proposed Rule 21 would have allowed the prosecution to make a rebuttal 

argument in response to the defendant's closing argument.   

 

     

PLEASE NOTE THAT THIS DOCUMENT CONTAINS BRIEF SUMMARIES OF SOME OF THE 

CRIMINAL ACTS PASSED BY THE SOUTH CAROLINA GENERAL ASSEMBLY IN 2016.  THE 

SUMMARIES ARE NOT LEGAL ADVICE.  AS WELL, DO NOT RELY SOLELY UPON THIS 

DOCUMENT AS LEGAL RESEARCH; BUT INSTEAD, READ THE ACTS IN THEIR ENTIRETY. 
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THE	WORST	KEPT	BEST	SECRET	
Cell phone tower simulators, (IMSI), STINGRAYS and the like 
 
Tim Kulp 
2017 SC Bar Convention 
Stingrays and the Warrantless Interception of Cell Phone Communications 
 
 From the earliest electronic voice or data (Morse code), non-paper based 

means of communication afforded interested and inquiring minds an incredible 

opportunity to “listen in” without detection. Advancing means of 

communication offered enhanced interception abilities.  

 In war, national security preservation, business competition or wars on 

crime, there is no greater advantage than being a party to all communications, 

without detection, which are expected to be secure and private.  

 How can blame be assigned to anyone employing these means? Yet, fault 

is not the test of the taking advantage of abilities to listen in. 

 In the instance of the use of the Stingray device, a cell phone tower 

simulator, the applicable law is the Constitution and the Bill of Rights-

specifically, the 4th Amendment.  

 Current federal criminal law, derived from judicial appreciation of the 4th 

Amendment, renders illegal the interception and dissemination of electronic 

communications with judicial authorization or establishment of an exception to 

that requirement.  

 We refer to these laws and the “wiretapping” statutes. Prior to passage of 

the 1968 Crime Control Bill and Title III therein, wiretapping was rampant 

including activities by police department. Means and methods of interception 

were easy, affordable and available. The SCOTUS decision of Berger v. New York 

and Katz v. U.S., as well as the Church Committee Report on the FBI’s 

COINTELPRO program led to what we call “Title III.”  

 Nowadays, no one can deny that we have become indispensably 

dependent on our hand-held communication device. Once analog, unreliable, 

large and barely portable, frequently unreliable, cellphones are now 



“smartphones,” so smart some say, that the original space shuttle was launched 

with less computing power.  

 Many no longer have “land line” service at home. Why bother with the 

extra expense. Traditional phones hardly provide the ability and convenience of 

storing almost every detail of a user’s life. A fraction of the users knows every 

detail of information their smartphone can offer them-and others.  

 “My life is boring,” some say. “I have nothing to hide. I don’t even 

password protect my smartphone. Too much trouble.” 

 “Well what a minute, there is that text to Romeo.” 

 The point is this.  We have expectations that, as law abiding citizens or 

attorneys charged with protecting privileged, client communications, our phone 

data and real-time communications will not be open to well-intended police 

agents, who secretly employ devices to access our smartphones using 

“Stingray” cell phone tower simulator devices, capable of monitoring as many 

as 60,000 phones within a mile radius, in a period of use. As law abiding 

citizens, we should expect that use of these devices will not clog the available 

signal bandwidth so that we cannot call 911, experience dropped calls in other 

emergency situations nor degrade our phone internet connections.  

 We should also expect that records of the use of these devices not be 

destroyed under the guise that this protects privacy interests-when no records 

of the destruction of intercepted data are made.  

 We should also expect that police should not hide behind legal aspects of 

old “pen register” law and secure “pen register orders” from judges to whom 

they may fail to disclose that under such an order, what they seek and have the 

ability to acquire, that IMSI “catchers yield, is far more than pen register data of 

date and time of call, duration, called number and originating number.  

 We should expect that these “pen register” orders are kept and filed by 

clerks of court, even if sealed by the issuing judicial officer, but that is not the 

case. The police assert that they keep the orders after conveying them to 

telecommunications providers.  



 We should expect that these orders are rarely sought. But that is not the 

case. The apparent frequency of use is disturbing. But without filed copies, the 

true extent of use cannot be known. The use is not restricted to imminent peril 

and danger nor terrorism. As set forth in the materials, a Stingray was used to 

apprehend a thief of chicken wings. 

 We should expect that purchase and use of devices such a cell phone 

tower simulator “catchers” not be kept secret and hidden under an NDA or non-

disclosure agreement that the federal government assisted in drafting for the 

manufacturer of the devices, that the federal government requires each law 

enforcement agency to sign off on, and that the choice has been made, that 

should any court order disclosure of the possession and use of these devices, 

prosecutors should be advised the make the case go away,  render any order to 

produce moot. This environment of secrecy has had the effect of sanctioning 

misrepresentations by law enforcement in report writing, warrant obtaining and 

testimony. The concern is that such sanctioning breeds acceptance of “the 

incorrect” to protect the device, that can bleed into other areas where veracity 

is fundamental. 

 When courts make sua sponte inquiries of prosecution witnesses about 

these devices, answers such as “Magic” should not be allowed. 

 We should expect our state and federal law enforcement agencies to use 

every lawful means to adhere to their sworn duty to protect us, as well as all 

available tools. But the path to detection of crime and enforcement of our 

criminal laws, and our protection from the threats of foreign and domestic 

terrorism should not ignore established principles of the 4th amendment. How 

much trouble is it to get a warrant. Judges, nowadays, are available 24/7. 

 Use of such powerful devices should only occur under process-a warrant 

or court order. In fact, the US DOJ last year changed its policy. Now 

procurement of warrants is recommended-at the federal level at least.  

 

 



THE	MATERIALS	
 Since the summer of 2015, I have collected many materials related to this 

topic. I am providing a select number of these documents to you.  

 I have grouped topic categories roughly, as follows: 

• Basic Aspects 

• Device Capabilities 

• History of Wiretap Law 

• Non-Disclosure Agreements 

• Keeping it Secret 

• Florida Purchase Documents 

• Manuals and Price Lists 

• Atty Client Privilege Issues 

• Public Policy Concerns 

• Stingrays in the Air Above 

• Federal Agency Use 

• Litigation 

• Appeals 

• Misuse of the Device 

• Media Coverage 

• FOIA related issues 

• Race based use 

• Black Hat development 

• New guidelines 

• Hemisphere and AT&T 

 

 

Lastly, why this issue? Why would a lawyer be concerned about this? Why 

would a lawyer need to know all about it? 

 For all lawyers, civil and criminal, even after the Snowden disclosures, 

even after broad media coverage of these devices, America’s worst kept best 



secret, very little attention has been brought by any legal association or 

organization about how all this effects a fundamental consideration of the 6th 

amendment right to counsel-the attorney/client privilege.  

 In other words, if we now know that communications domestically were 

federally harvested with complicity by communications providers, and we now 

know that any lawyer might be within a one mile range of the use of a cell 

phone tower simulator device, among 60,000 phone users, what steps have we, 

as lawyers, taken to ask for production of the protections which been built in 

these activities and use of these devices to ensure that our communications are 

not intercepted and used, say, in the search for a chicken wing thief? 

 In the materials is a sample FOIA request. I urge you to conform it to 

your use and USE it. A full court press is warranted here. Please contribute. 

 Another important reason applies to criminal defense practitioners. It 

may very well be the case that you have an ethical duty to raise this issue in 

every case. You may also have to raise it to avoid a future allegation of 

ineffective assistance.  

 Here is why. The materials contain evidence that advice has been given to 

law enforcement, that should the prospect arise that a court will order 

disclosure of the use of IMSIs and details, the prosecution should be advised to 

end the prosecution.  

 While there is an example in the materials where a plea deal was rendered 

too good to refuse after a court ordered disclosure, I have experienced this 

myself.  

 Thus, if your push enables a better disposition for your client or could, 

do you have a duty to do so? 

 And, it may be the case that some prosecutors have not been brought in 

the “Keeping It Secret” loop. Use Kyles v. Whitney to force them to go find out.  

For those prosecutors who are in the loop, the materiality of this evidence is 

clear. It they are aware of such a profound constitutional violation, and have 

knowingly concealed it, problems could arise.  



 As for the motion “go-by” to pursue this, I have included that in the 

materials.  

 

       -Tim Kulp 
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