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You may be among the thousands of legal
professionals flocking to social media sites like
LinkedIn, Facebook, Twitter, or Google+ to
expand your professional presence in the
emerging digital frontier. If so, have you paused
to consider how the ethics rules apply to your
online activities? You should. Some of the ethical
constraints that apply to your social media usage

as a legal professional may surprise you. Moreover, legal ethics
regulators across the country are beginning to pay close attention
to what legal professionals are doing with social media, how they
are doing it, and why they are doing it. The result is a patchwork
quilt of ethics opinions and rule changes intended to clarify how
the rules of professional conduct apply to social media activities. 

This article provides 10 tips for avoiding ethical lapses while using
social media as a legal professional. The authors cite primarily to
the ABA Model Rules of Professional Conduct (RPC) and select
ethics opinions from various states. In addition to considering the
general information in this article, you should carefully review the
ethics rules and ethics opinions adopted by the specific
jurisdiction(s) in which you are licensed and in which your law firm
maintains an office. 

Question:  Which three
states in the United
States had the most
nonprofit organizations
registered with the
National Center for
Charitable Statistics in
2012?
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1. Social Media Profiles and Posts May Constitute Legal
Advertising 

Many lawyers – including judges and inhouse counsel – may not
think of their social media profiles and posts as constituting legal
advertisements. After all, legal advertising is limited to glossy
brochures, highway billboards, bus benches, latenight television
commercials, and the back of the phonebook, right? Wrong. In
many jurisdictions, lawyer and law firm websites are deemed to be
advertisements. Because social media profiles (including blogs,
Facebook pages, and LinkedIn profiles) are by their nature
websites, they too may constitute advertisements. 

For example, the Florida Supreme Court recently overhauled that
state’s advertising rules to make clear that lawyer and law firm
websites (including social networking and video sharing sites) are
subject to many of the restrictions applicable to other traditional
forms of lawyer advertising. Similarly, California Ethics Opinion
2012186 concluded that the lawyer advertising rules in that state
applied to social media posts, depending on the nature of the
posted statement or content. 

2. Avoid Making False or Misleading Statements 

The ethical prohibition against making false or misleading
statements pervades many of the ABA Model Rules, including RPC
4.1 (Truthfulness in Statements to Others), 4.3 (Dealing with
Unrepresented Person), 4.4 (Respect for Rights of Third Persons),
7.1 (Communication Concerning a Lawyer's Services), 7.4
(Communication of Fields of Practice and Specialization), and 8.4
(Misconduct), as well as the analogous state ethics rules. ABA
Formal Opinion 10457 concluded that lawyer websites must
comply with the ABA Model Rules that prohibit false or misleading
statements. The same obligation extends to social media websites. 

South Carolina Ethics Opinion 1203, for example, concluded that
lawyers may not participate in websites designed to allow non
lawyer users to post legal questions where the website describes
the attorneys answering those questions as “experts.” Similarly,
New York State Ethics Opinion 972 concluded that a lawyer may
not list his or her practice areas under the heading “specialties” on
a social media site unless the lawyer is appropriately certified as a
specialist – and law firms may not do so at all. 

Although most legal professionals are already appropriately
sensitive to these restrictions, some social media activities may
nevertheless give rise to unanticipated ethical lapses. A common
example occurs when a lawyer creates a social media account and
completes a profile without realizing that the social media platform
will brand the lawyer to the public as an “expert” or a “specialist”
or as having legal “expertise” or “specialties.” Under RPC 7.4 and
equivalent state ethics rules, lawyers are generally prohibited from

Question: According to
the National Center for
Charitable Statistics, how
many taxexempt
nonprofit organizations
were there in the United
States as of April 2016?
A.  9,589,065
B.  1,097,689
C.  1,571,056
D.  2,907,056

Next month’s BLT will
feature an array of
practical topics such as
helpful tips for the
preparation of 2015 Form
20F, the interplay
between corporate
governance issues and
litigation, and entity
lifecycles. Sustainability
will be the focus of the
issue’s minitheme.
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claiming to be a “specialist” in the law. The ethics rules in many
states extend this restriction to use of terms like “expert” or
“expertise.” Nevertheless, many professional social networking
platforms (e.g., LinkedIn and Avvo) may invite lawyers to identify
“specialties” or “expertise” in their profiles, or the sites may by
default identify and actively promote a lawyer to other users as an
“expert” or “specialist” in the law. This is problematic because the
lawyer completing his or her profile cannot always remove or avoid
these labels. 

3. Avoid Making Prohibited Solicitations 

Solicitations by a lawyer or a law firm offering to provide legal
services and motivated by pecuniary gain are restricted under RPC
7.3 and equivalent state ethics rules. Some, but not all, state
analogues recognize limited exceptions for communications to
other lawyers, family members, close personal friends, persons
with whom the lawyer has a prior professional relationship, and/or
persons who have specifically requested information from the
lawyer. 

By its very design, social media allows users to communicate with
each other or the public atlarge through one or more means. The
rules prohibiting solicitations force legal professionals to evaluate –
before sending any public or private social media communication to
any other user – whom the intended recipient is and why the
lawyer or law firm is communicating with that particular person.
For example, a Facebook “friend request” or LinkedIn “invitation”
that offers to provide legal services to a nonlawyer with whom the
sending lawyer does not have an existing relationship may very
well rise to the level of a prohibited solicitation. 

Legal professionals may also unintentionally send prohibited
solicitations merely by using certain automatic features of some
social media sites that are designed to facilitate convenient
connections between users. For instance, LinkedIn provides an
option to import email address books to LinkedIn for purposes of
sending automatic or batch invitations. This may seem like an
efficient option to minimize the time required to locate and connect
with everyone you know on LinkedIn. However, sending automatic
or batch invitations to everyone identified in your email address
book could result in networking invitations being sent to persons
who are not lawyers, family members, close personal friends,
current or former clients, or others with whom a lawyer may
ethically communicate. Moreover, if these recipients do not accept
the initial networking invitation, LinkedIn will automatically send
two follow up reminders unless the initial invitation is affirmatively
withdrawn. Each such reminder would conceivably constitute a
separate violation of the rules prohibiting solicitations. 

4. Do Not Disclose Privileged or Confidential Information 
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Social media also creates a potential risk of disclosing
(inadvertently or otherwise) privileged or confidential information,
including the identities of current or former clients. The duty to
protect privileged and confidential client information extends to
current clients (RPC 1.6), former clients (RPC 1.9), and prospective
clients (RPC 1.18). Consistent with these rules, ABA Formal
Opinion 10457 provides that lawyers must obtain client consent
before posting information about clients on websites. In a content
driven environment like social media where users are accustomed
to casually commenting on daytoday activities, including work
related activities, lawyers must be especially careful to avoid
posting any information that could conceivably violate
confidentiality obligations. This includes the casual use of geo
tagging in social media posts or photos that may inadvertently
reveal your geographic location when traveling on confidential
client business. 

There are a few examples of lawyers who found themselves in
ethical crosshairs after posting client information online. For
example, in In re Skinner, 740 S.E.2d 171 (Ga. 2013), the Georgia
Supreme Court rejected a petition for voluntary reprimand (the
mildest form of public discipline permitted under that state’s rules)
where a lawyer admitted to disclosing information online about a
former client in response to negative reviews on consumer
websites. In a more extreme example, the Illinois Supreme Court
in In re Peshek, M.R. 23794 (Ill. May 18, 2010) suspended an
assistant public defender from practice for 60 days for, among
other things, blogging about clients and implying in at least one
such post that a client may have committed perjury. The Wisconsin
Supreme Court imposed reciprocal discipline on the same attorney
for the same misconduct. In re Disciplinary Proceedings Against
Peshek, 798 N.W.2d 879 (Wis. 2011). 

Interestingly, the Virginia Supreme Court held in Hunter v. Virginia
State Bar, 744 S.E.2d 611 (Va. 2013), that confidentiality
obligations have limits when weighed against a lawyer’s First
Amendment protections. Specifically, the court held that although
a lawyer’s blog posts were commercial speech, the Virginia State
Bar could not prohibit the lawyer from posting nonprivileged
information about clients and former clients without the clients’
consent where (1) the information related to closed cases and (2)
the information was publicly available from court records and,
therefore, the lawyer was free, like any other citizen, to disclose
what actually transpired in the courtroom. 

5. Do Not Assume You Can “Friend” Judges 

In the offline world, it is inevitable that lawyers and judges will
meet, network, and sometimes even become personal friends.
These realworld professional and personal relationships are, of
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course, subject to ethical constraints. So, too, are online
interactions between lawyers and judges through social media
(e.g., becoming Facebook “friends” or LinkedIn connections)
subject to ethical constraints. 

Different jurisdictions have adopted different standards for judges
to follow. ABA Formal Opinion 462 recently concluded that a judge
may participate in online social networking, but in doing so must
comply with the Code of Judicial Conduct and consider his or her
ethical obligations on a casebycase (and connectionby
connection) basis. Several states have adopted similar views,
including Connecticut (Op. 201306), Kentucky (Op. JE119),
Maryland (Op. 201207), New York (Op. 1339, 08176), Ohio (Op.
20107), South Carolina (Op. 172009), and Tennessee (Op. 12
01). 

In contrast, states like California (Op. 66), Florida, Massachusetts
(Op. 20116), and Oklahoma (Op. 20113) have adopted a more
restrictive view. Florida Ethics Opinion 200920, for example,
concluded that a judge cannot friend lawyers on Facebook who
may appear before the judge because doing so suggests that the
lawyer is in a special position to influence the judge. Florida Ethics
Opinion 201212 subsequently extended the same rationale to
judges using LinkedIn and the more recent Opinion 201314
further cautioned judges about the risks of using Twitter.
Consistent with these ethics opinions, a Florida court held that a
trial judge presiding over a criminal case was required to recuse
himself because the judge was Facebook friends with the
prosecutor. See Domville v. State, 103 So. 3d 184 (Fla. 4th DCA
2012). 

6. Avoid Communications with Represented Parties 

Under RPC 4.2 and equivalent state ethics rules, a lawyer is
forbidden from communicating with a person whom the lawyer
knows to be represented by counsel without first obtaining consent
from the represented person’s lawyer. Under RPC 8.4(a) and
similar state rules, this prohibition extends to any agents
(secretaries, paralegals, private investigators, etc.) who may act
on the lawyer’s behalf. 

These brightline restrictions effectively prohibit lawyers and their
agents from engaging in social media communications with persons
whom the lawyer knows to be represented by counsel. This means
that a lawyer may not send Facebook friend requests or LinkedIn
invitations to opposing parties known to be represented by counsel
in order to gain access to those parties’ private social media
content. In the corporate context, San Diego County Bar
Association Opinion 20112 concluded that highranking employees
of a corporation should be treated as represented parties and,
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therefore, a lawyer could not send a Facebook friend request to
those employees to gain access to their Facebook content. 

On the other hand, viewing publicly accessible social media content
that does not precipitate communication with a represented party
(e.g., viewing public blog posts or Tweets) is generally considered
fair game. That was the conclusion reached by Oregon Ethics
Opinions 2013189 and 2005164, which analogized viewing public
social media content to reading a magazine article or a published
book. 

7. Be Cautious When Communicating with Unrepresented
Third Parties 

Underlying RPC 3.4 (Fairness to Opposing Party and Counsel), 4.1
(Truthfulness in Statements to Others), 4.3 (Dealing with
Unrepresented Person), 4.4 (Respect for Rights of Third Persons),
and 8.4 (Misconduct), and similar state ethics rules is concern for
protecting third parties against abusive lawyer conduct. In a social
media context, these rules require lawyers to be cautious in online
interactions with unrepresented third parties. Issues commonly
arise when lawyers use social media to obtain information from
thirdparty witnesses that may be useful in a litigation matter. As
with represented parties, publicly viewable social media content is
generally fair game. If, however, the information sought is safely
nestled behind the third party’s privacy settings, ethical constraints
may limit the lawyer’s options for obtaining it. 

Of the jurisdictions that have addressed this issue, the consensus
appears to be that a lawyer may not attempt to gain access to
nonpublic social media content by using subterfuge, trickery,
dishonesty, deception, pretext, false pretenses, or an alias. For
example, ethics opinions in Oregon (Op. 2013189), Kentucky (Op.
KBA E434), New York State (Op. 843), and New York City (Op.
20102) concluded that lawyers are not permitted (either
themselves or through agents) to engage in false or deceptive
tactics to circumvent social media users’ privacy settings to reach
nonpublic information. Ethics opinions by other bar associations,
including the Philadelphia Bar Association (Op. 200902) and the
San Diego County Bar Association (Op. 20112), have gone one
step further and concluded that lawyers must affirmatively disclose
their reasons for communicating with the third party. 

8. Beware of Inadvertently Creating AttorneyClient
Relationships 

An attorneyclient relationship may be formed through electronic
communications, including social media communications. ABA
Formal Opinion 10457 recognized that by enabling
communications between prospective clients and lawyers, websites
may give rise to inadvertent lawyerclient relationships and trigger
ethical obligations to prospective clients under RPC 1.18. The

http://www.osbar.org/ethics/toc.html
http://www.osbar.org/ethics/toc.html
http://www.osbar.org/ethics/toc.html
http://www.kybar.org/246
http://www.nysba.org/CustomTemplates/Content.aspx?id=5162
http://www.nycbar.org/pdf/report/uploads/20071997-FormalOpinion2010-2.pdf
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion_2009-2.pdf
https://www.sdcba.org/index.cfm?pg=LEC2011-2
http://www.americanbar.org/content/dam/aba/migrated/2011_build/professional_responsibility/ethics_opinion_10_457.authcheckdam.pdf


interactive nature of social media (e.g., inviting and responding to
comments to a blog post, engaging in Twitter conversations, or
responding to legal questions posted by users on a message board
or a law firm’s Facebook page) creates a real risk of inadvertently
forming attorneyclient relationships with nonlawyers, especially
when the objective purpose of the communication from the
consumer’s perspective is to consult with the lawyer about the
possibility of forming a lawyerclient relationship regarding a
specific matter or legal need. Of course, if an attorneyclient
relationship attaches, so, too, do the attendant obligations to
maintain the confidentiality of client information and to avoid
conflicts of interest. 

Depending upon the ethics rules in the jurisdiction(s) where the
communication takes place, use of appropriate disclaimers in a
lawyer’s or a law firm’s social media profile or in connection with
specific posts may help avoid inadvertently creating attorneyclient
relationships, so long as the lawyer’s or law firm’s online conduct is
consistent with the disclaimer. In that respect, South Carolina
Ethics Opinion 1203 concluded that “[a]ttempting to disclaim
(through buried language) an attorneyclient relationship in
advance of providing specific legal advice in a specific matter, and
using similarly buried language to advise against reliance on the
advice is patently unfair and misleading to laypersons.” 

9. Beware of Potential Unauthorized Practice Violations 

A public social media post (like a public Tweet) knows no
geographic boundaries. Public social media content is accessible to
everyone on the planet who has an Internet connection. If legal
professionals elect to interact with nonlawyer social media users,
then they must be mindful that their activities may be subject not
only to the ethics rules of the jurisdictions in which they are
licensed, but also potentially the ethics rules in any jurisdiction
where the recipient(s) of any communication is(are) located. Under
RPC 5.5 and similar state ethics rules, lawyers are not permitted to
practice law in jurisdictions where they are not admitted to
practice. Moreover, under RPC 8.5 and analogous state rules, a
lawyer may be disciplined in any jurisdiction where he or she is
admitted to practice (irrespective of where the conduct at issue
takes place) or in any jurisdiction where he or she provides or
offers to provide legal services. It is prudent, therefore, for lawyers
to avoid online activities that could be construed as the
unauthorized practice of law in any jurisdiction(s) where the lawyer
is not admitted to practice. 

10. Tread Cautiously with Testimonials, Endorsements, and
Ratings 

Many social media platforms like LinkedIn and Avvo heavily
promote the use of testimonials, endorsements, and ratings (either

http://www.scbar.org/MemberResources/EthicsAdvisoryOpinions/OpinionView/ArticleId/1211/Ethics-Advisory-Opinion-12-03.aspx


by peers or consumers). These features are typically designed by
social media companies with onesizefitsall functionality and little
or no attention given to variations in state ethics rules. Some
jurisdictions prohibit or severely restrict lawyers’ use of
testimonials and endorsements. They may also require testimonials
and endorsements to be accompanied by specific disclaimers.
South Carolina Ethics Opinion 0910, for example, provides that
(1) lawyers cannot solicit or allow publication of testimonials on
websites and (2) lawyers cannot solicit or allow publication of
endorsements unless presented in a way that would not be
misleading or likely to create unjustified expectations. The opinion
also concluded that lawyers who claim their profiles on social
media sites like LinkedIn and Avvo (which include functions for
endorsements, testimonials, and ratings) are responsible for
conforming all of the information on their profiles to the ethics
rules. 

Lawyers must, therefore, pay careful attention to whether their use
of any endorsement, testimonial, or rating features of a social
networking site is capable of complying with the ethics rules that
apply in the state(s) where they are licensed. If not, then the
lawyer may have no choice but to remove that content from his or
her profile. 

Conclusion

Despite the risks associated with using social media as a legal
professional, the unprecedented opportunities this revolutionary
technology brings to the legal profession to, among other things,
promote greater competency, foster community, and educate the
public about the law and the availability of legal services justify the
effort necessary to learn how to use the technology in an ethical
manner. Email technology likely had its early detractors and, yet,
virtually all lawyers are now highly dependent on email in their
daily law practice. Ten years from now, we may similarly view
social media as an essential tool for the practice of law.

http://www.scbar.org/MemberResources/EthicsAdvisoryOpinions/OpinionView/ArticleId/107/Ethics-Advisory-Opinion-09-10.aspx


 
 
 
 
 

AMERICAN BAR ASSOCIATION   
 

Section of State and Local Government Law 
 
 

2015 ABA Annual Meeting 
 
 
 

ATTORNEY ETHICS & SOCIAL MEDIA 
 
 

Julie Tappendorf, Equity Partner 
Ancel Glink Diamond Bush DiCianni & Krafthefer, P.C. 

140 South Dearborn Street, Ste 600, Chicago, Illinois 60603 
Phone:  312-604-9182 

Email:  jtappendorf@ancelglink.com 
Website:  http://ancelglink.com 

Blog:  http://municipalminute.ancelglink.com 
 
 
 
 
 
 

July 30 – August 2, 2015 
Westin River North 

Chicago IL 
 



 2 

A study by the American Bar Association about five years ago estimated that more than half of all 
attorneys belong to at least one social media site.1 That number has certainly grown since then and 
will continue to grow.2 Attorneys are just as likely to use social media in their everyday lives as 
non-attorneys. They post pictures on Instagram and snap chat, “check in” on Facebook, and tweet 
about politics, music, and what they ate for dinner just like everyone else. But, where a hasty post or 
comment might lead only to embarrassment for some, a seemingly innocent disclosure by an 
attorney could lead to serious ethical repercussions.  

I. Benefits of Social Media 

Social media offers users a diverse array of benefits.3 Attorneys can “reach out directly to their 
constituents, take a more active role in shaping their public image, and overcome longstanding 
institutional barriers.”4 Social networking also provides attorneys with opportunities to network 
within the legal field, as well as to market their practice to potential clients. Social media provides 
attorneys a unique advantage in building relationships with others that might otherwise be 
impossible or impractical because of barriers like distance and time.  

How are attorneys taking advantage of these benefits? Attorneys are blogging, tweeting, and posting 
on a variety of social networking sites, both personally and professionally. Like others, attorneys 
have set up personal, professional, and even law firm profiles on sites such as Facebook, Twitter, 
and LinkedIn. Attorneys and law firms are also increasingly establishing legal-oriented blogs where 
they post summaries of cases and new laws. As new social networking sites are established, it is 
likely that attorneys will follow online trends and find new ways to establish a presence on social 
media.  

II. Social Media and Ethics 

Attorneys are in a unique position because of their special ethical obligations. Thus, they must be 
careful in their use of social media to avoid engaging in any unprofessional or unethical conduct. 
While some might argue that the rules of ethics (designed for print and verbal mediums) do not 
carry over into emerging technologies, at least one commentator reminds us that: 

Fifteen years ago people were saying the same thing about e-mail. Eighty years ago 
they were worried about telephones. Any time there’s a new form of communication, 
there’s fear. Yes, social media are different, but there’s no reason we can’t apply the 
same rules we’ve used before.5 

Because each jurisdiction has its own ethical rules in place for attorneys practicing in their state, it 
is important that attorneys consult their own applicable rules and opinions. This article offers an 

                                                 
1 Am. Bar Ass’n, 2010 Legal Technology Survey Report, 4 WEB & COMMC’N TECH. 23–24 (2010). 
2 John Schwartz, A Legal Battle: Online Attitude vs. Rules of the Bar, N.Y. TIMES, Sept. 12, 2009. 

       3 Patricia E. Salkin & Julie A. Tappendorf, “Social Media and Local Governments: Navigating the New Public 
Square” (ABA Press, 2013).     

4 Stephen Stine & Joshua Poje, The Good, the Bad and the Ugly of Blogging, Microblogging and Social Networking 
for Public Attorneys, 17 PUB. LAW. 13, 18 (2009).  

5 Helen W. Gunnarsson, Legal Technology/Ethics: Friending Your Enemies, Tweeting Your Trials: Using Social 
Media Ethically, IL Bar Journal, Vol. 99, No. 10, Page 500 (Oct. 2011).  
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overview of the more common ways social media use could lead to ethical violations using the 
ABA Model Rules of Professional Conduct as a general reference.   

III. Giving Legal Advice Outside Your Jurisdiction 

Attorneys can only practice law in jurisdictions in which they are licensed, with very few 
exceptions. Model Rule 5.5 states: “A lawyer shall not practice law in a jurisdiction in violation of 
the regulation of the legal profession in that jurisdiction, or assist another in doing so.” Obviously, 
state lines can become blurred in a social media setting. Accessing a blog written by an attorney in 
another state (or country for that matter) takes just as much time as accessing one from right down 
the street. While ease of access and availability of information are arguably the most beneficial 
aspects of social media, they present particular problems for attorneys. 

Facebook “comments,” “Ask a Lawyer” sites, and blogs with reciprocal features are just a few 
examples of situations where attorneys might find themselves unknowingly yet unethically advising 
someone who does not live within their licensed jurisdiction. The key is to know when you are 
providing legal information (which would probably not trigger jurisdictional restrictions), as 
opposed to providing legal advice (which would). The D.C. Bar Association distinguished between 
the two as follows: legal information “involves discussion of legal principles, trends, and 
considerations,” while legal advice involves “offering recommendations tailored to the unique facts 
of a particular person’s circumstances.”6 Thus, an attorney who simply summarizes cases and 
legislation on a blog is not likely to implicate Model Rule 5.5. However, attorneys should be careful 
not to answer specific legal questions outside their practicing jurisdiction and instead should focus 
on providing more generalized information. 

Physical presence in the non-licensed jurisdiction is not required to trigger a violation. An attorney 
has committed an ethical violation when he has “established an office or other systematic and 
continuous presence in this jurisdiction” outside the jurisdiction in which he is licensed. Ongoing 
electronic communications could certainly be considered a violation.  

IV. Forming Attorney-Client Relationships 

Attorneys should also be careful not to inadvertently form attorney-client relationships through 
online activities. Model Rule 1.18 provides that, “a person who discusses with a lawyer the 
possibility of forming a attorney-client relationship with respect to a matter is a prospective client.” 
Moreover, an attorney-client relationship could be inadvertently formed if a client “reasonably 
relies” on what they believe to be the attorney’s legal advice through social media.7 Thus, when 
using social media, attorneys should not only speak in generalized terms, but also post explicit 
disclaimers stating that any interaction does not form an attorney-client relationship in order to 
inform the user and ultimately rebut any reasonable belief that one exists.8  

                                                 
6 D.C. Bar Legal Ethics Commission Opinion 316 (2002).  
7 Patricia E. Salkin, Social Networking and Land Use Planning and Regulation: Practical Benefits, Pitfalls, and 

Ethical Considerations, 31 PACE L. REV. 54, 82 (2011). 
8 Michael E. Lackey Jr. & Joseph P. Minta, Attorneys and Social Media: The Legal Ethics of Tweeting, Facebooking 

and Blogging, 28 TOURO L. REV. 149, 164 (2012); Model Rules of Prof’l Conduct R. 1.18 cmt. 2. 
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Compliance with this rule can be complicated for attorneys who represent organizations or 
government entities. The important thing to remember is that “[a] lawyer employed or retained by 
an organization represents the organization acting through its duly authorized constituents.” This 
duty also applies to governments, although the model rules do concede that “[d]efining precisely the 
identity of the client and prescribing the resulting obligations of such lawyers may be more difficult 
in the government context and is a matter beyond the scope of these Rules.” Government or 
organizational attorneys using social media should take the same measures mentioned above - post 
a disclaimer and avoid engaging in any kind of advice to non-clients that could produce a 
reasonable expectation on their part that an attorney-client relationship is formed. 

V. Advertising and Solicitation 

Model Rule 7.1 restricts the content of attorney advertisements, prohibiting attorneys from making 
“false or misleading communication about the lawyer or the lawyer's services.” The rule defines a 
false or misleading communication as one containing “a material misrepresentation of fact or law” 
or one omitting “a fact necessary to make the statement considered as a whole not materially 
misleading.” Attorneys should understand that truthful information may nevertheless violate this 
rule it “omits a fact necessary to make the lawyer's communication considered as a whole not 
materially misleading” or when there is a “substantial likelihood that it will lead a reasonable person 
to formulate a specific conclusion about the lawyer or the lawyer's services for which there is no 
reasonable factual foundation.”  

Model Rule 7.2 restricts the ways in which an attorney may advertise, prohibiting “in‑person, live 
telephone or real-time electronic contact solicit professional employment when a significant motive 
for the lawyer's doing so is the lawyer's pecuniary gain,” with limited exceptions for the person 
contacted being a lawyer or one with a family, close personal, or prior professional relationship with 
the contacting attorney. The rule goes on to prohibit such contact even for the exceptions previously 
mentioned “when the target of the solicitation has made known to the lawyer a desire not to be 
solicited by the lawyer; or the solicitation involves coercion, duress or harassment.” 

Whether social media sites are equivalent to “in-person” solicitation is up for debate. The answer 
varies from state to state, so it is important to research any applicable local opinions. For example, 
the Philadelphia Bar Association issued an advisory opinion holding that attorney participation in 
some social media forums where users are discussing legal problems is inappropriate where the 
attorney invites the users to send a message for further legal advice. However, the bar association 
found that blogs, emails, and chat rooms are not similarly prohibited.9 The bar opinion was based 
on a state rule similar to the Model Rule 7.1, that forbids in-person, over-the-phone, or real time 
electronic communication. The bar distinguished between “socially awkward moments” that can 
arise when a prospective client is in such close proximity through social media as to be the 
equivalent of an in-person solicitation, from those sites which allow users to ignore any advances 
and take their time to think and respond – the justification being that those seeking legal advice are 
often vulnerable and should not be taken advantage of.  

 

                                                 
9 Phila. Bar Ass’n Prof’l Guidance Comm., Op. 2010-6 (June 2010). 
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Taking a contrary view is the California Bar Association which issued an advisory opinion holding 
that communications occurring in chat rooms are different than communications occurring in-
person or over the phone and would not violate the state rule prohibiting communications that 
intrude or cause duress.10  

Even if local rules do not restrict a particular online communication, you should check the purpose 
of the social media forum before using it to advertise services. You should also incorporate any 
state-specific advertising language into online advertisements and social media sites such as those 
requiring inclusion of the words "Advertising Material" as well as the name and office address of at 
least one lawyer or law firm responsible for the online content. 

VI. Using Social Media in Litigation 

Attorneys are charged with being “zealous advocates” of their clients. To fulfill this role, it may be 
tempting for attorneys to use any avenue possible during litigation, such as “friending” witnesses, 
parties, and jurors though Facebook to collect personal information. Ethical guidelines might 
restrict these activities, however. For example, Model Rule 8.4 prohibits attorneys from engaging in 
“conduct involving dishonesty, fraud, deceit or misrepresentation,” sometimes directly conflicting 
with the charge of advocacy. As such, attorneys must be careful not to engage in unethical behavior 
even if it would benefit the client. 

A number of state bars have issued opinions on attorney use of social media during litigation with 
regards to deceptive actions. For example, the Philadelphia Bar Association held that it was an 
ethical violation to “friend” a party or witness without disclosing the attorney’s identification, 
regardless of whether or not the party or witness would usually accept friend requests without any 
disclosure.11 Likewise, the San Diego Bar Association held that “friending” potential witnesses 
could not be done with the intention to deceive the witness and could be considered an improper ex 
parte communication.12 Similarly, the New York Bar Association held that “friending” an 
individual under false pretenses to obtain evidence was an unethical deception.13  

Ethical considerations might also restrict attorneys from “friending” or otherwise accessing jurors 
through social media. For instance, the New York Bar Association issued an opinion holding that it 
is unethical for attorneys or those working on the attorney’s behalf to make friend requests of jurors, 
extending even to reviewing the juror’s comments, pages, or posts when the attorney is aware that 
the juror would be disclosed to those reviews.   

Along the same lines, attorneys run the risk of engaging in improper ex parte communications and 
conflicts of interest though online relationships with judges. Model Rule 3.5 prohibits attorneys 
from contributing to a violation of the ABA’s Model Code of Judicial Conduct.  States vary as to 
whether or not judges can be “friends” with attorneys on social media sites, so attorneys should 
consult the bar association opinions in their particular jurisdiction before accepting or soliciting a 
friend request with a judge.  

                                                 
10 Cal. Bar Comm. on Prof’l Responsibility & Conduct, Formal Op. 2004-166 (2004).  
11 Phila. Bar Ass’n Comm. on Legal Ethics & Prof’l Responsbility, Op. 2009-02 (Mar. 2009). 
12 San Diego County Bar Legal Ethics Comm., Op. 2011-2 (May 24, 2011). 
13 N.Y. City Bar Ass’n Comm. on Prof’l & Judicial Ethics, Op. 2010-02 (Sept. 2010). 
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Attorneys should also be aware of how these “friendships” can affect their client representation. In a 
recent Florida case, an appellate court disqualified the sitting judge in a criminal case because he 
was Facebook “friends” with the prosecutor.14 The defendant filed a motion to disqualify the trial 
judge, which was denied. On appeal, the appellate court looked to a bar association opinion 
prohibiting judges from “friending” lawyers who appear before the judge on social media sites and 
from allowing lawyers to add judges as friends. The court found the motion to disqualify well-
founded because it raised sufficient facts to “prompt a reasonably prudent person to fear that he 
could not get a fair and impartial trial.” 

VII. Revealing Information 

Model Rule 1.6 prohibits an attorney from revealing “information relating to the representation of a 
client,” with certain exceptions. Posting personal information online often seems innocent enough 
such as divulging seemingly unimportant details about one’s day.  

People read what you post, and the seemingly informal forum of a social media site is no shield for 
ethical violations of improper client disclosures. An Illinois public defender found this out the hard 
way, being found to have unethically revealed confidential details about a case when she posted 
comments such as, “This stupid kid is taking the rap for his drug-dealing dirtbag of an older brother 
because ‘he’s no snitch’” and “Huh? You want to go back and tell the judge that you lied to him, 
you lied to the presentence investigator, you lied to me?”15 She lost her job. 

Attorneys must also be careful what they post with regard to their own personal life. For example, a 
Texas attorney requested and received a continuance because her father had passed away. The judge 
who granted her continuance was subsequently notified of comments on Facebook chronicling days 
of drinking and partying.16 Another attorney was summoned to appear before the Florida Bar and 
fined $1,200 for calling a judge an “Evil, Unfair Witch” on the attorney’s blog.17  

Attorneys should also warn their clients about revealing information through social media during a 
pending case, as doing so could result in the client unknowingly waiving the attorney-client 
privilege, and opening up information for discovery. This happened in a 2010 case where the client 
discussed attorney-client conversations in his e-mails, blogs, and instant messages with family and 
friends. The court ultimately found that the client had waived his attorney-client privilege, entitling 
the opposition to discovery of the information disclosed online, including his motivation for 
pursuing litigation, the litigation strategy, and other facts surrounding the case.18 

VIII. Responsibility for Employee Activities 

The Model Rules require attorneys to supervise employees and support staff. For example, Model 
Rule 5.3 provides that “a lawyer having direct supervisory authority over the non-lawyer shall make 
reasonable efforts to ensure that the person's conduct is compatible with the professional obligations 
of the lawyer,” and holds the attorney responsible for any violation of the Rules by the non-lawyer 
                                                 

14 Domville v. State, No. 4D12-556 (Fla. Dist. Ct. App. Sept. 5, 2012). 
15 Schwartz, supra note 3. 
16 Molly McDonough, Facebooking Judge Catches Lawyer in Lie, Sees Ethical Breaches, A.B.A. J. (July 31, 2009). 
17 Schwartz, supra note 3. 
18 Lenz v. Universal Music Corp., 572 F. Supp. 2d 1150 (N.D. Cal. 2010). 
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if: “(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the conduct 
involved; or (2) the lawyer is a partner or has comparable managerial authority in the law firm in 
which the person is employed, or has direct supervisory authority over the person, and knows of the 
conduct at a time when its consequences can be avoided or mitigated but fails to take reasonable 
remedial action.” As a result, attorneys cannot claim immunity from ethical rules simply because 
they personally do not engage in social media because they may be held responsible for their 
employees’ social media activities.   

IX. Conclusion 

Given the growing use of social media, attorneys must learn to weigh the benefits of networking, 
advertising, socializing, and zealous advocacy against the ethical rules restricting the profession. At 
stake are attorneys’ careers, clients’ interests, and the integrity of the legal process. First, be careful 
what you post online - this is good advice for everyone, but particularly for attorneys who have 
special ethical obligations. Second, law firms and other employers (including governments) should 
consider establishing and adopting a well-crafted social media policy that addresses the legal and 
ethical issues that arise with their employees’ use of social media, and train their employees (and 
themselves) on the appropriate use of social media. 

Finally, attorneys should be aware of their other role in the social media arena – that of advising 
their clients on appropriate use of social media. Thus, they must not only be aware of their own 
ethical obligations, they must also be knowledgeable about all of the ethical and legal issues with 
government use of social media, including regulating and monitoring employee usage, copyright 
protection, and a variety of other issues.19 

 

4847-7192-9893, v.  1 

                                                 
19 For a study of the legal and ethical issues with government use of social media, see Patricia Salkin & Julie 

Tappendorf,” “Social Media and Local Governments: Navigating the New Public Square” (ABA Press, 2013).   
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But that isn't the whole story with social media. Social media now
represents a ripe source of electronic evidence for litigators and
potential sources of risk for those advising businesses.

Explore these resources collected from the ABA Legal Technology
Resource Center and ABA Law Practice Management for tips, tricks
and best practices to get your firm on board with social media.

And for the latest legal technology news and tips, keep an eye on
our blog: Law Technology Today.

The above webinar was sponsored by FindLaw.
Learn more about FindLaw.

Legal and Ethical Issues

Twitter

Facebook

LinkedIn

Eight Things to Learn from Social Media Rock Stars
Larry Port
Been reluctant to dip your toes in the social media waters? Use these eight tips from the pros to learn how Facebook,
Twitter, and LinkedIn can help your practice.

Home > ABA Groups > Departments & Offices > Legal Technology Resource Center > Resources > Social
Media

Social Media
Social media offers marketing and networking opportunities, but
also raises new legal and ethical challenges.

Social Media 101

How to Make Social Me...

Social Media Webinar

Video Sponsor

Law Practice Today

A monthly enewsletter with great

tips and tricks on law firm finance,

technology, management and

marketing.

 

ABA TECHSHOW

Get a crash course in social media and

much, much more at the next ABA

TECHSHOW Conference and EXPO.

Law Technology Today

Follow the latest social media tips,

news and ethical guidance on the

LTRC's official legal technology blog.

Featured Resources

Social Media Basics

   

http://www.lawtechnology.org/
http://www.lawpractice.org/
http://www.lawtechnologytoday.org/
http://www.lawyermarketing.com/
http://www.americanbar.org/content/newsletter/publications/law_practice_today_home/lpt-archives/february13/eight-things-to-learn-from-social-media-rock-stars.html
http://www.americanbar.org/content/aba.html
http://www.americanbar.org/content/aba/groups.html
http://www.americanbar.org/content/aba/groups/departments_offices.html
http://www.americanbar.org/content/aba/groups/departments_offices/legal_technology_resources.html
http://www.americanbar.org/content/aba/groups/departments_offices/legal_technology_resources/resources.html
http://www.americanbar.org/content/aba/groups/departments_offices/legal_technology_resources/resources/social_media.html
https://www.youtube.com/watch?v=SyU91XBdt_8
http://www.americanbar.org/publications/law_practice_today_home/law_practice_today_archive.html
http://www.techshow.com/
http://www.lawtechnologytoday.org/
https://www.facebook.com/AmericanBarAssociation
http://www.linkedin.com/company/american-bar-association
https://twitter.com/abaesq
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Practice Management Advice: Choosing Social Media for Client Development
Catherine Sanders Reach 
If you have avoided social media because it seemed like too much work, consider the platforms’ ability to connect you to
your target market.

Social Media Networking For Lawyers: A Practical Guide to Facebook, LinkedIn, Twitter and Blogging
Simon Chester and Daniel Del Gobbo
Learn how you can use one or more of the main four social media channels to connect with clients and market your
services.

Learn More: Useful Social Media Resources
Dan Pinnington and Steve Matthews
A collection of great resources to help you learn more about social media.

How Should Law Firms Approach Social Media
Simon Chester and Daniel Del Gobbo
Learn how to get your firm started on the right foot by putting proper policy and procedures in place.

How to Create a Law Firm Social Media Policy
Simon Chester and Daniel Del Gobbo
All law firms should develop a social media policy that encourages the use of these new and emerging tools in innovative
ways.

When is Too Much Information Really TMI?
Jared Correia
There is some truth to the oftenrepeated complaint of those looking for the best excuse against using social media: ‘I
don’t care what you had for breakfast this morning.’

10 Reasons to Use Google+
Denise Howell
Given all of the other social media sites you use, you may not be looking to add yet another social media tool to your
repertoire. But here’s why Google+ is one worth checking out. 

When to Engage (or not) in the Social Media Conversation
John Hellerman and Rudy Burwell
It’s important for law firms to remember that threats to the firm’s reputation come from within as frequently as they do
from the outside.

Lawyers and Social Media: Can Legal Advice Be Crowdsourced?
Jordan Furlong
Clients can now get free online legal advice via crowdsourcing. Learn how this change may impact you.

Keeping Up With Your Social Media Universe
Phillip Hampton
Great tips and tools you can use to manage your social media presence.

From the Social Media Trenches: A Roundtable Discussion
John D. Bowers
Expert insight on trends, dangers and best practices of social networking and the blogosphere  all under one roof.

Social Media and Search: The Impending Marriage
Jabez Lebret
With millions of people using social media networks and search engines on a daily basis, the merger of the two is
imminent.

What’s the ROI on Your Social Media Marketing?
Edward Poll
Tips on using social media effectively and ensuring that you never forget your objective.
            
Get Your Social Media Under Control!
Kerry Scott Boll
Sending a message that you care about what people say about you and your brand, and more importantly, having the
means to respond to those same people.

Cultivating Online Relationships
Allison Shields
Ready to incorporate social networking into your marketing and business development repertoires?

Social Media Policies for Law Firms
Molly DiBianca
Be sure to educate your employees on the proper use of social media tools now instead of doing damage control later.

Niche to Meet You: Tips for NewBreed Opportunity Makers
Ari L. Kaplan

http://www.americanbar.org/publications/law_practice_magazine/2013/march-april/practice-management-advice.html
http://www.americanbar.org/publications/law_practice_magazine/2012/january_february/social-media-networking-for-lawyers.html
http://www.americanbar.org/publications/law_practice_magazine/2012/january_february/learn-more-useful-social-media-resources1.html
http://www.americanbar.org/publications/law_practice_magazine/2012/january_february/how-should-law-firms-approach-social-media.html
http://www.americanbar.org/content/aba/publications/law_practice_magazine/2012/january_february/how-to-create-a-law-firm-social-media-policy.html
http://www.americanbar.org/content/aba/publications/law_practice_magazine/2012/january_february/when-is-too-much-information-really-tmi.html
http://www.americanbar.org/content/aba/publications/law_practice_magazine/2012/january_february/10-reasons-to-use-google-plus.html
http://www.americanbar.org/content/aba/publications/law_practice_magazine/2012/january_february/when-to-engage-or-not-in-the-social-media-conversation.html
http://www.americanbar.org/content/aba/publications/law_practice_magazine/2012/january_february/web-2-0.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/june12/keeping-up-with-your-social-network-universe.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/june12/from-the-social-media-trenches-a-roundtable-discussion.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/june12/social-media-and-search-the-impending-marriage.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/june12/whats-the-roi-on-your-social-media-marketing.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/august11/get_your_social_media_under_control.html
http://apps.americanbar.org/lpm/lpt/articles/ftr12103.shtml
http://apps.americanbar.org/lpm/lpt/articles/ftr10101.shtml
http://www.americanbar.org/content/aba/publications/law_practice_home/law_practice_archive/lpm_magazine_articles_v35_is6_pg46.html
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Social media tools give you plenty of ways to offer your colleagues and clients small, yet genuine, opportunities for
creative collaboration.

So You Never Have to Admit You Don’t Know
Dayna Steele
Some simple social media terms to know and steps you can take to ensure that you’re in the know.

Tips From a Fellow Attorney: Developing Your Personal Brand, One Personal Relationship at a Time
Bull Ferreira
Even the best online presence and contacts won't help you get business if you don't have the basic interpersonal skills
and techniques to connect with others.

Not Your Marketer’s Social Media: Ten Ways Lawyers Can Benefit from NonMarketing Uses of Social Media
Dennis Kennedy and Tom Mighell
LinkedIn. Facebook. Twitter. Social media as a marketing vehicle is all the rage. But if you take a good look, you'll find
lawyers benefiting from social media in many ways.

Twitter in One Hour

for Lawyers

Demystify one of the

most important

social media tools

available today.

Social Media as

Evidence

The "smoking gun"

document these days

may well be a Tweet.

Learn about social media as evidence.

LinkedIn in One

Hour for Lawyers

Learn to create,

nurture and expand

your business

network with LinkedIn.

Further Reading

http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/february12/so-you-never-have-to-admit-you-dont-know.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/november11/tips-from-a-fellow-attorney.html
http://www.americanbar.org/content/aba/publications/law_practice_today_home/law_practice_today_archive/september11/not_your_marketers_social_media.html
http://apps.americanbar.org/abastore/index.cfm?section=main&fm=Product.AddToCart&pid=5110746
http://apps.americanbar.org/abastore/index.cfm?section=main&fm=Product.AddToCart&pid=5110748
http://apps.americanbar.org/abastore/index.cfm?section=main&fm=Product.AddToCart&pid=5110737
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INTRODUCTION 

  

 Social media networks such as LinkedIn, Twitter and Facebook are becoming indispensable 

tools used by legal professionals and those with whom they communicate.  Particularly, in 

conjunction with the increased use of mobile technologies in the legal profession, social media 

platforms have transformed the ways in which lawyers communicate.  As use of social media by 

lawyers and clients continues to grow and as social media networks proliferate and become more 

sophisticated, so too do the ethical issues facing lawyers.  Accordingly, the Commercial and Federal 

Litigation Section of the New York State Bar Association, which authored these social media ethics 

guidelines in 2014 to assist lawyers in understanding the ethical challenges of social media, is 

updating them to include new ethics opinions as well as additional guidelines where the Section 

believes ethical guidance is needed (the “Guidelines”).  In particular, these Guidelines add new 

sections on lawyers’ competence,
1
 the retention of social media by lawyers, client confidences, the 

tracking of client social media, communications by lawyers with judges, and lawyers’ use of 

LinkedIn.  

 

 These Guidelines are guiding principles and are not “best practices.”  The world of social 

media is a nascent area that is rapidly changing and “best practices” will continue to evolve to keep 

pace with such developments.  Moreover, there can be no single set of “best practices” where there 

are multiple ethics codes throughout the United States that govern lawyers’ conduct.  In fact, even 

where jurisdictions have identical ethics rules, ethics opinions addressing a lawyer’s permitted use 

of social media may differ due to varying jurisdictions’ different social mores, population bases and 

historical approaches to their own ethics rules and opinions.   

 

These Guidelines are predicated upon the New York Rules of Professional Conduct 

(“NYRPC”)
2
 and ethics opinions interpreting them.  However, illustrative ethics opinions from 

other jurisdictions may be referenced where, for instance, a New York ethics opinion has not 

addressed a certain situation or where another jurisdiction’s ethics opinion differs from the 

interpretation of the NYRPC by New York ethics authorities.  In New York State, ethics opinions 

are issued not just by the New York State Bar Association, but also by local bar associations located 

throughout the State.
3
   

 

Lawyers need to appreciate that social media communications that reach across multiple 

jurisdictions may implicate other states’ ethics rules.  Lawyers should ensure compliance with the 

ethical requirements of each jurisdiction in which they practice, which may vary considerably.   

 

One of the best ways for lawyers to investigate and obtain information about a party, 

witness, or juror, without having to engage in formal discovery, is to review that person’s social 

                                                           
1
 As of April 2015, fourteen states have included a duty of competence in technology in their ethical codes. 

http://www.lawsitesblog.com/2015/03/mass-becomes-14th-state-to-adopt-duty-of-technology-competence.html 

(Retrieved on April 26, 2015). 

 
2
  https://www.nycourts.gov/rules/jointappellate/NY-Rules-Prof-Conduct-1200.pdf  

3
  A breach of an ethics rule is not enforced by bar associations, but by the appropriate disciplinary bodies.  

Ethics opinions are not binding in disciplinary proceedings, but may be used as a defense in certain circumstances.  

 

http://www.lawsitesblog.com/2015/03/mass-becomes-14th-state-to-adopt-duty-of-technology-competence.html
https://www.nycourts.gov/rules/jointappellate/NY-Rules-Prof-Conduct-1200.pdf
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media account, profile, or posts.  Lawyers must remember, however, that ethics rules and opinions 

govern whether and how a lawyer may view such social media.  For example, when a lawyer 

conducts research, unintended social media communications or electronic notifications received by 

the user of a social media account revealing such lawyer’s research may have ethical consequences.   

 

 Further, because social media communications are often not just directed at a single person 

but at a large group of people, or even the entire Internet “community,” attorney advertising rules 

and other ethical rules must be considered when a lawyer uses social media.  It is not always readily 

apparent whether a lawyer’s social media communications may constitute regulated “attorney 

advertising.”  Similarly, privileged or confidential information may be unintentionally divulged 

beyond the intended recipient when a lawyer communicates to a group using social media.  Lawyers 

also must be cognizant when a social media communication might create an unintended attorney-

client relationship.  There are also ethical obligations with regard to a lawyer counseling clients 

about their social media posts and the removal or deletion of them, especially if such posts are 

subject to litigation or regulatory preservation obligations. 

 

 Throughout these Guidelines, the terms “website,” “account,” “profile,” and “post” are 

referenced in order to highlight sources of electronic data that might be viewed by a lawyer.  The 

definition of these terms no doubt will change and new ones will be created as technology advances.  

However, such terms for purposes of complying with these Guidelines are functionally 

interchangeable and a reference to one should be viewed as a reference to each for ethical 

considerations. 

 

 References to the applicable provisions of the NYRPC and references to relevant ethics 

opinions are noted after each Guideline.  Finally, definitions of certain terminology used in the 

Guidelines are set forth in the Appendix. 
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1. ATTORNEY COMPETENCE 

Guideline No. 1:  Attorneys’ Social Media Competence 

A lawyer has a duty to understand the benefits and risks and ethical implications 

associated with social media, including its use as a mode of communication, an advertising 

tool and a means to research and investigate matters.  

 

NYRPC 1.1(a) and (b). 

Comment: NYRPC 1.1(a) provides “[a] lawyer should provide competent 

representation to a client.  Competent representation requires the legal knowledge, 

skill, thoroughness and preparation reasonably necessary for the representation.”  

 

As Guideline No. 1 recognizes – and the Guidelines discuss throughout – 

a lawyer may choose to use social media for a multitude of reasons.  Lawyers, 

however, need to be conversant with, at a minimum, the basics of each social media 

network that a lawyer or his or her client may use.  This is a serious challenge that 

lawyers need to appreciate and cannot take lightly.  As American Bar Association 

(“ABA”) Formal Opinion 466 (2014)
4
 states: 

 

As indicated by [ABA Rule of Professional Conduct] Rule 1.1, 

Comment 8, it is important for a lawyer to be current with 

technology.  While many people simply click their agreement to the 

terms and conditions for use of an [electronic social media] network, 

a lawyer who uses an [electronic social media] network in his 

practice should review the terms and conditions, including privacy 

features – which change frequently – prior to using such a network.
5
 

 

A lawyer cannot be competent absent a working knowledge of the benefits 

and risks associated with the use of social media.  “[A lawyer must] understand the 

functionality of any social media service she intends to use for . . . research.  If an 

attorney cannot ascertain the functionality of a website, the attorney must proceed 

with great caution in conducting research on that particular site.”
6
 

 

                                                           
4
  American Bar Ass’n Comm. on Ethics & Prof’l Responsibility, Formal Op. 14-466 (2014). 

 
5
  Competence may require understanding the often lengthy and unclear “terms of service” of a social media 

platform and whether the platform’s features raise ethical issues.  It also may require reviewing other materials, such 

as articles, comments, and blogs posted about how such social media platform actually functions.  

 
5
  Ass’n of the Bar of the City of New York Comm. on Prof’l and Jud. Ethics (“NYCBA”), Formal Op. 2012-

2 (2012). 

 
6
  Id. 

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_466_final_04_23_14.authcheckdam.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opinion-2012-02
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opinion-2012-02
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Indeed, the comment to Rule 1.1 of the Model Rules of Professional 

Conduct of the ABA was amended to provide: 

 

To maintain the requisite knowledge and skill, a lawyer should 

keep abreast of changes in the law and its practice, including the 

benefits and risks associated with relevant technology, engage in 

continuing study and education and comply with all continuing 

legal education requirements to which the lawyer is subject 

(emphasis added).
7
 

 

As NYRPC 1.1 (b) requires, “[a] lawyer shall not handle a legal matter 

that the lawyer knows or should know that the lawyer is not competent to handle, 

without associating with a lawyer who is competent to handle it.”  While a lawyer 

may not delegate his obligation to be competent, he or she may rely, as 

appropriate, on professionals in the field of electronic discovery and social media 

to assist in obtaining such competence. 

 

 

                                                           
7
  ABA Model Rules of Prof. Conduct, Rule 1.1, Comment 8; See N.H. Bar Ass’n, Ethics Corner (June 21, 

2013) (lawyers “[have] a general duty to be aware of social media as a source of potentially useful information in 

litigation, to be competent to obtain that information directly or through an agent, and to know how to make effective use 

of that information in litigation”). 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/comment_on_rule_1_1.html
https://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
https://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
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2. ATTORNEY ADVERTISING 

  

Guideline No. 2.A:  Applicability of Advertising Rules 

 

  A lawyer’s social media profile that is used only for personal purposes is not subject to 

attorney advertising and solicitation rules.  However, a social media profile, posting or blog a 

lawyer primarily uses for the purpose of the retention of the lawyer or his law firm is subject 

to such rules.
8
  Hybrid accounts may need to comply with attorney advertising and solicitation 

rules if used for the primary purpose of the retention of the lawyer or his law firm.
9
 

 

NYRPC 1.0, 7.1, 7.3. 

 

Comment:   In the case of a lawyer’s profile on a hybrid account that, for instance, is 

used for business and personal purposes, given the differing views on whether the 

attorney advertising and solicitation rules would apply, it would be prudent for the 

lawyer to assume that they do.  

 

The nature of the information posted on a lawyer’s LinkedIn profile may 

require that the profile be deemed “attorney advertising.”  In general, a profile that 

contains basic biographical information, such as “only one’s education and a list 

of one’s current and past employment” does not constitute attorney advertising.
10

  

According to NYCLA, Formal Op. 748, a lawyer’s LinkedIn profile that 

“includes subjective statements regarding an attorney’s skills, areas of practice, 

endorsements, or testimonials from clients or colleagues, however, is likely to be 

considered advertising.”
11

   

 

NYCLA, Formal Op. 748 addresses the types of content on LinkedIn that 

may be considered “attorney advertising” and provides: 

 

[i]f an attorney’s LinkedIn profile includes a detailed description 

of practice areas and types of work done in prior employment, the 

user should include the words “Attorney Advertising” on the 

lawyer’s LinkedIn profile. See RPC 7.1(f).  If an attorney also 

includes (1) statements that are reasonably likely to create an 

expectation about results the lawyer can achieve; (2) statements 

that compare the lawyer’s services with the services of other 

                                                           
8
  See also Virginia State Bar, Quick Facts about Legal Ethics and Social Networking (last updated Feb. 22, 

2011); Cal. State Bar Standing Comm. on Prof’l Resp. and Conduct, Formal Op. No. 2012-186 (2012). 

 
9
  NYRPC 1.0.(a) defines “Advertisement” as “any public or private communication made by or on behalf of a 

lawyer or law firm about that lawyer or law firm’s services, the primary purpose of which is for the retention of the 

lawyer or law firm. It does not include communications to existing clients or other lawyers.” 

 
10

  New York County Lawyers’ Association (“NYCLA”), Formal Op. 748 (2015).  

 
11

  Id.  

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.vsb.org/site/regulation/facts-ethics-social-networking
http://www.vsb.org/site/regulation/facts-ethics-social-networking
http://ethics.calbar.ca.gov/portals/9/documents/opinions/cal%202012-186%20(12-21-12).pdf
http://www.nycourts.gov/rules/jointappellate/ny-rules-prof-conduct-1200.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
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lawyers; (3) testimonials or endorsements of clients; or (4) 

statements describing or characterizing the quality of the lawyer’s 

or law firm’s services, the attorney should also include the 

disclaimer “Prior results do not guarantee a similar outcome.” See 

RPC 7.1(d) and (e).  Because the rules contemplate “testimonials 

or endorsements,” attorneys who allow “Endorsements” from other 

users and “Recommendations” to appear on one’s profile fall 

within Rule 7.1(d), and therefore must include the disclaimer set 

forth in Rule 7.1(e).
12

 An attorney who claims to have certain skills 

must also include this disclaimer because a description of one’s 

skills—even where those skills are chosen from fields created by 

LinkedIn—constitutes a statement “characterizing the quality of 

the lawyer’s services” under Rule 7.1(d).
13

 

  

 An attorney’s ethical obligations apply to all forms of covered 

communications, including social media.  If a post on Twitter (a “tweet”) is deemed 

attorney advertising, the rules require that a lawyer must include disclaimers similar 

to those described in NYCLA Formal Op. 748.
14

  

 

Utilizing the disclaimer “Attorney Advertising” given the confines of 

Twitter’s 140 character limit (which in practice may be even less than 140 characters 

when including links, user handles or hashtags) may be impractical or not possible.  

Yet, such structural limitation does not provide a justification for not complying with 

the ethical rules governing attorney advertising.  Thus, consideration should be 

given to only posting tweets that would not be categorized as attorney advertising.
15

 

 

Rule 7.1(k) of the NYRPC provides that all advertisements “shall be pre-

approved by the lawyer or law firm.”  It also provides that a copy of an 

advertisement “shall be retained for a period of not less than three years following 

its initial dissemination,” but specifies an alternate one-year retention period for 

advertisements contained in a “computer-accessed communication” and specifies 

another retention scheme for websites.
16

  Rule 1.0(c) of the NYPRC defines 

‘‘computer-accessed communication’’ as any communication made by or on 

behalf of a lawyer or law firm that is disseminated through “the use of a computer 

or related electronic device, including, but not limited to, web sites, weblogs, 

search engines, electronic mail, banner advertisements, pop-up and pop-under 

advertisements, chat rooms, list servers, instant messaging, or other internet 

                                                           
12

  NYRPC 7.1(e)(3) provides: “[p]rior results do not guarantee a similar outcome”. 

 
13

  NYCLA, Formal Op. 748. 

 
14

  New York State Bar Ass’n Comm. on Prof’l Ethics (“NYSBA”), Op. 1009 (2014). 

 
15

  NYSBA, Op. 1009. 

 
16

  Id.  

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.nycbar.org/pdf/FinalNYRPCsWithComments%28April12009%29.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nysba.org/Sections/Commercial_Federal_Litigation/Com_Fed_PDFs/Social_Media_Ethics_Guidelines.html
https://www.nysba.org/CustomTemplates/Content.aspx?id=49755
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presences, and any attachments or links related thereto.”
17

  Thus, social media 

posts that are deemed “advertisements,” are “computer-accessed communications, 

and their retention is required only for one year.”
18

 

 

In accordance with NYSBA, Op. 1009, to the extent that a social media 

post is found to be a “solicitation,” it is subject to filing requirements if directed to 

recipients in New York.  Social media posts, like tweets, may or may not be 

prohibited “real-time or interactive” communications.  That would depend on 

whether they are broadly distributed and/or whether the communications are more 

akin to asynchronous email or website postings or in functionality closer to 

prohibited instant messaging or chat rooms involving “real-time” or “live” 

responses.  Practitioners are advised that both the social media platforms and 

ethical guidance in this area are evolving and care should be used when using any 

potentially “live” or real-time tools.    

 

 

Guideline No. 2.B:  Prohibited use of the term “Specialists” on Social Media 

 

 Lawyers shall not advertise areas of practice under headings in social media platforms 

that include the terms “specialist,” unless the lawyer is certified by the appropriate 

accrediting body in the particular area.
19

 

 

NYRPC 7.1, 7.4. 

 

Comment:  Although LinkedIn’s headings no longer include the term “Specialties,” 

lawyers still need to be cognizant of the prohibition on claiming to be a “specialist” 

when creating a social media profile.  To avoid making prohibited statements about 

a lawyer’s qualifications under a specific heading or otherwise, a lawyer should use 

objective information and language to convey information about the lawyer’s 

experience.  Examples of such information include the number of years in practice 

and the number of cases handled in a particular field or area.
20

   

 

 A lawyer shall not list information under the ethically prohibited heading of 

“specialist” in any social media network unless appropriately certified as such.  With 

respect to skills or practice areas on a lawyer’s profile under a heading such as 

“Experience” or “Skills,” such information does not constitute a claim by a 

lawyer to be a specialist under NYRPC Rule 7.4.
21

  Also, a lawyer may include 

                                                           
17

  Id. 

 
18

  Id. 

 
19

  See NYSBA, Op. 972 (2013).  

 
20

  See also Phila. Bar Ass’n Prof’l Guidance Comm., Op. 2012-8 (2012) (citing Pa. Bar Ass’n Comm. on 

Legal Ethics and Prof’l Responsibility, Formal Op. 85-170 (1985)). 

 
21

  NYCLA, Formal Op. 748.  

https://www.nysba.org/CustomTemplates/Content.aspx?id=49755
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://lawyerist.com/lawyerist/wp-content/uploads/2013/09/2013-06-26-NYSBA-Opinion-re-Specialist-on-LinkedIn.pdf
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion2012-8Final.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
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information about the lawyer’s experience elsewhere, such as under another heading 

or in an untitled field that permits biographical information to be included.  Certain 

states have issued ethics opinions prohibiting lawyers from listing their practice 

areas not only under “specialist,” but also under headings including “expert.”  

 

 A limited exception to identification as a specialist may exist for lawyers 

who are certified “by a private organization approved for that purpose by the 

American Bar Association” or by an “authority having jurisdiction over 

specialization under the laws of another state or territory.”  For example, 

identification of such traditional titles as “Patent Attorney” or “Proctor in 

Admiralty” are permitted for lawyers entitled to use them.
22

 

 

 

Guideline No. 2.C:  Lawyer’s Responsibility to Monitor or Remove Social Media Content by 

Others on a Lawyer’s Social Media Page 

 

 A lawyer that maintains social media profiles must be mindful of the ethical 

restrictions relating to solicitation by her and the recommendations of her by others, 

especially when inviting others to view her social media network, account, blog or profile.
23

   

 

A lawyer is responsible for all content that the lawyer posts on her social media 

website or profile.  A lawyer also has a duty to periodically monitor her social media profile(s) 

or blog(s) for comments, endorsements and recommendations to ensure that such third-party 

posts do not violate ethics rules.  If a person who is not an agent of the lawyer unilaterally 

posts content to the lawyer’s social media, profile or blog that violates the ethics rules, the 

lawyer must remove or hide such content if such removal is within the lawyer’s control and, if 

not within the lawyer’s control, she must ask that person to remove it.
24

 

 

NYRPC 7.1, 7.2, 7.3, 7.4. 

 

Comment:  While a lawyer is not responsible for a post made by a person who is not 

an agent of the lawyer, a lawyer’s obligation not to disseminate, use or participate in 

the dissemination or use of advertisements containing misleading, false or deceptive 

statements includes a duty to remove information from the lawyer’s social media 

profile where that information does not comply with applicable ethics rules.  If a 

post cannot be removed, consideration must be given as to whether a curative post 

needs to be made.  Although social media communications tend to be far less formal 

than typical communications to which ethics rules have historically applied, they 

apply with the same force and effect to social media postings. 

                                                                                                                                                                                             
 
22

  See NYRPC Rule 7.4. 

 
23

  See also Fl. Bar Standing Comm. on Advertising, Guidelines for Networking Sites (revised Apr. 16, 2013). 

 
24

  See NYCLA, Formal Op. 748. See also Phila. Bar Assn. Prof’l Guidance Comm., Op. 2012-8; Virginia 

State Bar, Quick Facts about Legal Ethics and Social Networking  

 

http://www.nycbar.org/pdf/FinalNYRPCsWithComments%28April12009%29.pdf
http://www.floridabar.org/TFB/TFBResources.nsf/Attachments/18BC39758BB54A5985257B590063EDA8/$FILE/Guidelines%20-%20Social%20Networking%20Sites.pdf?OpenElement
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion2012-8Final.pdf
http://www.vsb.org/site/regulation/facts-ethics-social-networking
http://www.vsb.org/site/regulation/facts-ethics-social-networking
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Guideline No. 2.D:  Attorney Endorsements 

 

A lawyer must ensure the accuracy of third-party legal endorsements, 

recommendations, or online reviews posted to the lawyer’s social media profile.  To that end, 

a lawyer must periodically monitor and review such posts for accuracy and must correct 

misleading or incorrect information posted by clients or other third-parties.  

 

NYRPC 7.1, 7.2, 7.3, 7.4. 

 

Comment:  Although lawyers are not responsible for content that third-parties and 

non-agents of the lawyer post on social media, lawyers must, as noted above, 

monitor and verify that posts about them made to profile(s) the lawyer controls
25

 are 

accurate.  “Attorneys should periodically monitor their LinkedIn pages at 

reasonable intervals to ensure that others are not endorsing them as specialists,” as 

well as to confirm the accuracy of any endorsements or recommendations.
26

  A 

lawyer may not passively allow misleading endorsements as to her skills and 

expertise to remain on a profile that she controls, as that is tantamount to accepting 

the endorsement.  Rather, a lawyer needs to remain conscientious in avoiding the 

publication of false or misleading statements about the lawyer and her services.
27

  It 

should be noted that certain social media websites, such as LinkedIn, allow users to 

approve endorsements, thereby providing lawyers with a mechanism to promptly 

review, and then reject or approve, endorsements.  A lawyer may also hide or delete 

endorsements, which, under those circumstances, may obviate the ethical obligation 

to periodically monitor and review such posts. 

 

 

 

 

                                                           
25

  Lawyers should also be cognizant of such websites as Yelp, Google and Avvo, where third parties may post 

public comments about lawyers. 

 
26

  NYCLA, Formal Op. 748.  

 
27

  See NYCLA, Formal Op. 748.  See also Pa. Bar Ass’n. Comm. on Legal Ethics and Prof’l Responsibility, 

Formal Op. 2014-300; North Carolina State Bar Ethics Comm., Formal Op. 8 (2012). 

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
http://www.ncbar.gov/ethics/ethics.asp?page=66&keywords=rule+7.1
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3. FURNISHING OF LEGAL ADVICE THROUGH SOCIAL MEDIA 

 

Guideline No. 3.A:  Provision of General Information 
 

 A lawyer may provide general answers to legal questions asked on social media.  A 

lawyer, however, cannot provide specific legal advice on a social media network because a 

lawyer’s responsive communications may be found to have created an attorney-client 

relationship and legal advice also may impermissibly disclose information protected by the 

attorney-client privilege. 

 

NYRPC 1.0, 1.4, 1.6, 7.1, 7.3. 

 

Comment:  An attorney-client relationship must knowingly be entered into by a 

client and lawyer, and informal communications over social media could 

unintentionally result in a client believing that such a relationship exists.  If an 

attorney-client relationship exists, then ethics rules concerning, among other things, 

the disclosure over social media of information protected by the attorney-client 

privilege to individuals other than to the client would apply. 

 

 

Guideline No. 3.B:  Public Solicitation is Prohibited through “Live” Communications 
 

 Due to the “live” nature of real-time or interactive computer-accessed 

communications,
28

 which includes, among other things, instant messaging and 

communications transmitted through a chat room, a lawyer may not “solicit”
29

 business from 

the public through such means.
30

  If a potential client
31

 initiates a specific request seeking to 

                                                           
28

  “Computer-accessed communication” is defined by NYRPC 1.0(c) as “any communication made by or on 

behalf of a lawyer or law firm that is disseminated through the use of a computer or related electronic device, 

including, but not limited to, web sites, weblogs, search engines, electronic mail, banner advertisements, pop-up and 

pop-under advertisements, chat rooms, list servers, instant messaging, or other internet presences, and any 

attachments or links related thereto.”  Official Comment 9 to NYRPC 7.3 advises: “Ordinary email and web sites are 

not considered to be real-time or interactive communication.  Similarly, automated pop-up advertisements on a 

website that are not a live response are not considered to be real-time or interactive communication.  Instant 

messaging, chat rooms, and other similar types of conversational computer-accessed communication are considered 

to be real-time or interactive communication.”   

 
29

  “Solicitation” means “any advertisement initiated by or on behalf of a lawyer or law firm that is directed 

to, or targeted at, a specific recipient or group of recipients, or their family members or legal representatives, the 

primary purpose of which is the retention of the lawyer or law firm, and a significant motive for which is pecuniary 

gain.  It does not include a proposal or other writing prepared and delivered in response to a specific request of a 

prospective client.”  NYRPC 7.3(b). 

 
30

  See NYSBA, Op. 899 (2011). Ethics opinions in a number of states have addressed chat room 

communications. See also Ill. State Bar Ass’n, Op. 96-10 (1997); Michigan Standing Comm. on Prof’l and Jud. 

Ethics, Op. RI-276 (1996); Utah State Bar Ethics Advisory Opinion Comm., Op. 96-10 (1997); Va. Bar Ass’n 

Standing Comm. on Advertising, Op. A-0110 (1998); W. Va. Lawyer Disciplinary Bd., Legal Ethics Inquiry 98-03 

(1998). 

 

http://www.nycourts.gov/rules/jointappellate/ny-rules-prof-conduct-1200.pdf
http://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
http://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
http://old.nysba.org/AM/Template.cfm?Section=Ethics_Opinions&template=/CM/ContentDisplay.cfm&ContentID=60961
http://www.isba.org/sites/default/files/ethicsopinions/96-10.pdf
https://www.michbar.org/opinions/ethics/numbered_opinions/ri-276.cfm
https://www.michbar.org/opinions/ethics/numbered_opinions/ri-276.cfm
http://utahbar.org/rules_ops_pols/ethics_opinions/op_97_10.html
http://www.vsb.org/docs/committees/advertising/a110.htm
http://www.vsb.org/docs/committees/advertising/a110.htm
http://www.wvodc.org/pdf/lei/Chronologic/LEI-98-03.pdf
http://www.wvodc.org/pdf/lei/Chronologic/LEI-98-03.pdf
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retain a lawyer during real-time social media communications, a lawyer may respond to such 

request.  However, such response must be sent through non-public means and must be kept 

confidential, whether the communication is electronic or in some other format.  Emails and 

attorney communications via a website or over social media platforms, such as Twitter,
32

 may 

not be considered real-time or interactive communications.  This Guideline does not apply if 

the recipient is a close friend, relative, former client, or existing client -- although the ethics 

rules would otherwise apply to such communications.  

 

NYRPC 1.0, 1.4, 1.6, 1.7, 1.8, 7.1, 7.3. 

 

 Comment:  Answering general questions
33

 on the Internet is analogous to writing for 

any publication on a legal topic.
34

  “Standing alone, a legal question posted by a 

member of the public on real-time interactive Internet or social media sites cannot be 

construed as a ‘specific request’ to retain the lawyer.”
35

  In responding to 

questions,
36

 a lawyer may not provide answers that appear applicable to all 

                                                                                                                                                                                             
 The Philadelphia Bar Ass’n, however, has opined that, under the Pennsylvania Rules of Professional 

Conduct, which are different from the NYRPC, solicitation through a chat room is permissible, because it is more 

akin to targeted direct mail advertisements, which are allowed under Pennsylvania’s ethics rules. See Phila. Bar 

Ass’n Prof’l Guidance Comm., Op. 2010-6 (2010).  

 
31

  Individuals attempting to defraud a lawyer by posing as potential clients are not owed a duty of 

confidentiality. See NYCBA, Formal Op. 2015-3 (“An attorney who discovers that he is the target of an Internet-

based trust account scam does not have a duty of confidentiality towards the individual attempting to defraud him, 

and is free to report the individual to law enforcement authorities, because that person does not qualify as a 

prospective or actual client of the attorney.  However, before concluding that an individual is attempting to defraud 

the attorney and is not owed the duties normally owed to a prospective or actual client, the attorney must exercise 

reasonable diligence to investigate whether the person is engaged in fraud.”). 

 
32

  Whether a Twitter or Reddit communication is a “real-time or interactive” computer-accessed 

communication is dependent on whether the communication becomes akin to a prohibited blog or chat room 

communication. See NYSBA, Op. 1009 and page 7 supra.   

 
33

  Where “the inquiring attorney has ‘become aware of a potential case, and wants to find plaintiffs,’ and the 

message the attorney intends to post will be directed to, or intended to be of interest only to, individuals who have 

experienced the specified problem.  If the post referred to a particular incident, it would constitute a solicitation 

under the Rules, and the attorney would be required to follow the Rules regarding attorney advertising and 

solicitation, see Rules 7.1 & 7.3.  In addition, depending on the nature of the potential case, the inquirer’s post might 

be subject to the blackout period (i.e., cooling off period) on solicitations relating to “a specific incident involving 

potential claims for personal injury or wrongful death,” see Rule 7.3(e).” NYSBA, Op. 1049 (2015). 

 
34

  See NYSBA, Op. 899. 

 
35

  See id. 

 
36

  See NYSBA, Op. 1049 (“We further conclude that a communication that merely discussed the client's legal 

problem would not constitute advertising either.  However, a communication by the lawyer that went on to describe 

the services of the lawyer or his or her law firm for the purposes of securing retention would constitute 

“advertising.”  In that case, the lawyer would need to comply with Rule 7.1, including the requirements for labeling 

as “advertising” on the “first page” of the post or in the subject line, retention for one-year (in the case of a 

computer-accessed communication) and inclusion of the law office address and phone number. See Rule 7.1(f), (h), 

(k).”). 

 

http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion%202010-6.pdf
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion%202010-6.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2015opinions/2161-formal-opinion-2015-3-lawyers-who-fall-victim-to-internet-scams
https://www.nysba.org/CustomTemplates/Content.aspx?id=49755
https://www.nysba.org/CustomTemplates/Content.aspx?id=55624
http://old.nysba.org/AM/Template.cfm?Section=Ethics_Opinions&template=/CM/ContentDisplay.cfm&ContentID=60961
https://www.nysba.org/CustomTemplates/Content.aspx?id=55624
http://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
http://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
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apparently similar individual problems because variations in underlying facts might 

result in a different answer.
37

  A lawyer should be careful in responding to an 

individual question on social media as it might establish an attorney-client 

relationship, probably one created without a conflict check, and, if the response over 

social media is viewed by others beyond the intended recipient, it may disclose 

privileged or confidential information. 

 

  A lawyer is permitted to accept employment that results from participating in 

“activities designed to educate the public to recognize legal problems.”
38

  As such, if 

a potential client initiates a specific request to retain the lawyer resulting from real-

time Internet communication, the lawyer may respond to such request as noted 

above.
39

  However, such communications should be sent solely to that potential 

client.  If, however, the requester does not provide his or her personal contact 

information when seeking to retain the lawyer or law firm, consideration should be 

given by the lawyer to respond in two steps:  first, ask the requester to contact the 

lawyer directly, not through a real-time communication, but instead by email, 

telephone, etc., and second, the lawyer’s actual response should not be made through 

a real time communication.
40

 

 

 

Guideline No. 3.C:  Retention of Social Media Communications with Clients 
 

If an attorney utilizes social media to communicate with a client relating to legal 

representation, the attorney should retain records of those communications, just as she would 

if the communications were memorialized on paper. 

 

NYRPC 1.1, 1.15. 

 

Comment:  A lawyer’s file relating to client representation includes both paper and 

electronic documents.  The ABA Model Rules of Professional Conduct defines a 

“writing” as “a tangible or electronic record of a communication or 

representation...”. Rule 1.0(n), Terminology.  The NYRPC “does not explicitly 

identify the full panoply of documents that a lawyer should retain relating to a 

                                                           
37

  Id. 

 
38

  See id. 

 
39

  See NYSBA, Op. 1049 (“When a potential client requests contact by a lawyer, either by contacting a 

particular lawyer or by broadcasting a more general request to unknown persons who may include lawyers, any 

ensuing communication by a lawyer that complies with the terms of the invitation was not initiated by the lawyer 

within the meaning of Rule 7.3(b). Thus, if the potential client invites contact by Twitter or email, the lawyer may 

respond by Twitter or email. But the lawyer could not respond by telephone, since such contact would not have been 

initiated by the potential client. See N.Y. State 1014 (2014). If the potential client invites contact by telephone or in 

person, the lawyer’s response in the manner invited by the potential client would not constitute ‘solicitation.’”). 

 
40

  Id. 

 

https://www.nysba.org/CustomTemplates/Content.aspx?id=55624
https://www.nysba.org/CustomTemplates/Content.aspx?id=51292
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representation.”
41

  The only NYRPC provision requiring maintenance of client 

documents is NYRPC 1.15(i).  The NYRPC, however, implicitly imposes on 

lawyers an obligation to retain documents.  For example, NYRPC 1.1 requires that 

“A lawyer should provide competent representation to a client.”  NYRPC 1.1(a) 

requires “skill, thoroughness and preparation.”   

 

 The lawyer must take affirmative steps to preserve those emails and social 

media communications, such as chats and instant messages, which the lawyer 

believes need to be saved.
42

  However, due to the ephemeral nature of social 

media communications, “saving” such communications in electronic form may 

pose technical issues, especially where, under certain circumstances, the entire 

social media communication may not be saved, may be deleted automatically or 

after a period of time, or may be deleted by the counterparty to the 

communication without the knowledge of the lawyer.
43

  Casual communications 

may be deleted without impacting ethical rules.
44

  

 

NYCBA, Formal Op. 2008-1 sets out certain considerations for preserving 

electronic materials: 

 

As is the case with paper documents, which e-mails and other 

electronic documents a lawyer has a duty to retain will depend on 

the facts and circumstances of each representation.  Many e-mails 

generated during a representation are formal, carefully drafted 

communications intended to transmit information, or other 

electronic documents, necessary to effectively represent a client, or 

are otherwise documents that the client may reasonably expect the 

lawyer to preserve.  These e-mails and other electronic documents 

should be retained.  On the other hand, in many representations a 

lawyer will send or receive casual e-mails that fall well outside the 

guidelines in [ABCNY Formal Op. 1986-4].  No ethical rule 

prevents a lawyer from deleting those e-mails. 

 

We also expect that many lawyers may retain e-mails and other 

electronic documents beyond those required to be retained under 

[ABCNY Formal Op. 1986-4].  For example, some lawyers and 

law firms may retain all paper and electronic documents, including 

e-mails, relating in any way to a representation, as a measure to 

                                                           
41

  See NYCBA, Formal Op. 2008-1 (2008). 

 
42

  Id. 

 
43

  Id. See also Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-300 (the Pennsylvania Bar Assn. has 

opined that, under the Pennsylvania Rules of Professional Conduct, which are different from the NYRPC, an 

attorney “should retain records of those communications containing legal advice.”). 

 
44

  Id. 

 

http://www2.nycbar.org/Publications/reports/show_html_new.php?rid=794
http://www2.nycbar.org/Publications/reports/show_html_new.php?rid=794
http://www.danieljsiegel.com/Formal_2014-300.pdf
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protect against a malpractice claim.  Such a broad approach to 

document retention may at times be prudent, but it is not required 

by the Code.
45

 

 

A lawyer shall not deactivate a social media account, which contains 

communications with clients, unless those communications have been 

appropriately preserved.  

 

 

                                                           
45

  NYSBA, Op. 623 opines that, with respect to documents belonging to the lawyer, a lawyer may destroy all 

those documents without consultation or notice to the client, (i) except to the extent that the law may otherwise 

require, and (ii) in the absence of extraordinary circumstances manifesting a client’s clear and present need for such 

documents.” 

 

http://www.nycbar.org/ethics/ethics-opinions-local/2008-opinions/799-a-lawyers-ethical-obligations-to-retain-and-to-provide-a-client-with-electronic-documents-relating-to-a-representation-
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4. REVIEW AND USE OF EVIDENCE FROM SOCIAL MEDIA  

 

Guideline No. 4.A:  Viewing a Public Portion of a Social Media Website 

 

 A lawyer may view the public portion of a person’s social media profile or public posts 

even if such person is represented by another lawyer.  However, the lawyer must be aware 

that certain social media networks may send an automatic message to the person whose 

account is being viewed which identifies the person viewing the account as well as other 

information about such person.  

 

NYRPC 4.1, 4.2, 4.3, 5.3, 8.4. 

 

Comment:  A lawyer is ethically permitted to view the public portion of a person’s 

social media website, profile or posts, whether represented or not, for the purpose of 

obtaining information about the person, including impeachment material for use in 

litigation.
46

  “Public” means information available to anyone viewing a social media 

network without the need for permission from the person whose account is being 

viewed.  Public information includes content available to all members of a social 

media network and content that is accessible without authorization to non-members. 

 

 However, unintentional communications with a represented party may occur 

if a social media network automatically notifies that person when someone views 

her account.  In New York, such automatic messages, as noted below, sent to a juror 

by a lawyer or her agent that notified the juror of the identity of who viewed her 

profile may constitute an ethical violation.
47

  Conversely, the ABA opined that such 

a “passive review” of a juror’s social media does not constitute an ethical violation.
48

  

The social media network may also allow the person whose account was viewed to 

see the entire profile of the viewing lawyer or her agent.  Drawing upon the ethical 

opinions addressing issues concerning social media communications with jurors, 

when an attorney views the social media site of a represented witness or a 

represented opposing party, he or she should be aware of which networks
49

 might 

automatically notify the owner of that account of his or her viewing, as this could be 

viewed an improper communication with someone who is represented by counsel. 

 

                                                           
46

  See NYSBA, Op. 843 (2010). 

 
47

  See NYCLA, Formal Op. 743 ; NYCBA, Formal Op. 2012-2. 

 
48

  See American Bar Ass’n Comm. on Ethics & Prof’l Responsibility, Formal Op. 14-466. 

 
49

  One network that sends automatic notifications that someone has viewed one’s profile is LinkedIn. 

 

http://www.nysba.org/CustomTemplates/Content.aspx?id=5162
https://www.nycla.org/siteFiles/Publications/Publications1450_0.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opinion-2012-02
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_466_final_04_23_14.authcheckdam.pdf
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Guideline No. 4.B:  Contacting an Unrepresented Party to View a Restricted Social Media 

Website 

 

 A lawyer may request permission to view the restricted portion of an unrepresented 

person’s social media website or profile.
50

  However, the lawyer must use her full name and 

an accurate profile, and she may not create a different or false profile in order to mask her 

identity.  If the person asks for additional information from the lawyer in response to the 

request that seeks permission to view her social media profile, the lawyer must accurately 

provide the information requested by the person or withdraw her request.   

 

NYRPC 4.1, 4.3, 8.4. 

 

Comment:  It is permissible for a lawyer to join a social media network to obtain 

information concerning a witness.
51

  The New York City Bar Association has 

opined, however, that a lawyer shall not “friend” an unrepresented individual using 

“deception.”
52

   

 

  In New York, there is no “deception” when a lawyer utilizes her “real name 

and profile” to send a “friend” request to obtain information from an unrepresented 

person’s social media account.
53

  In New York, the lawyer is not required to 

disclose the reasons for making the “friend” request.
54

   

 

 The New Hampshire Bar Association, however, requires that a request to a 

“friend” must “inform the witness of the lawyer’s involvement in the disputed or 

litigated matter,” the disclosure of the “lawyer by name as a lawyer” and the 

identification of “the client and the matter in litigation.”
55

  In Massachusetts, “it is 

not permissible for the lawyer who is seeking information about an unrepresented 

party to access the personal website of X and ask X to “friend” her without 

disclosing that the requester is the lawyer for a potential plaintiff.”
56

  The San 

Diego Bar requires disclosure of the lawyer’s “affiliation and the purpose for the 

request.”
57

  The Philadelphia Bar Association notes that the failure to disclose that 

                                                           
50

  For example, this may include: (1) sending a “friend” request on Facebook, 2) requesting to be connected 

to someone on LinkedIn; or 3) following someone on Instagram.  

 
51

  See also N.H. Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012). 

 
52

  NYCBA, Formal Op. 2010-2 (2010). 

 
53

  Id. 

 
54

  See id. 

 
55

  N.H Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05. 

 
56

  Massachusetts Bar Ass’n. Comm. on Prof Ethics Op. 2014-5 (2014). 

 
57

  San Diego County Bar Ass’n Legal Ethics Comm., Op. 2011-2 (2011).  

  

http://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
http://www.nycbar.org/ethics/ethics-opinions-local/2010-opinions/786-obtaining-evidence-from-social-networking-websites
http://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
http://www.massbar.org/publications/ethics-opinions/2010-2019/2014/opinion-2014-5
https://www.sdcba.org/index.cfm?pg=LEC2011-2
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the “intent on obtaining information and sharing it with a lawyer for use in a lawsuit 

to impeach the testimony of the witness” constitutes an impermissible omission of a 

“highly material fact.”
58

  

 

 In Oregon, there is an opinion that if the person being sought out on social 

media “asks for additional information to identify [the l]awyer, or if [the l]awyer has 

some other reason to believe that the person misunderstands her role, [the l]awyer 

must provide the additional information or withdraw the request.”
59

 

 

 

Guideline No. 4.C:  Viewing a Represented Party’s Restricted Social Media Website 

 

 A lawyer shall not contact a represented person to seek to review the restricted portion 

of the person’s social media profile unless an express authorization has been furnished by the 

person’s counsel. 

 

NYRPC 4.1, 4.2. 

 

Comment:  It is significant to note that, unlike an unrepresented individual, the ethics 

rules are different when the person being contacted in order to obtain private social 

media content is “represented” by a lawyer, and such a communication is 

categorically prohibited. 

 

Whether a person is represented by a lawyer, individually or through 

corporate counsel, is sometimes not clear under the facts and applicable case law.   

 

 The Oregon State Bar Committee has noted that “[a]bsent actual knowledge 

that the person is represented by counsel, a direct request for access to the person’s 

non-public personal information is permissible.”
60

  

 

 Caution should be used by a lawyer before deciding to view a potentially 

private or restricted social media account or profile of a represented person that the 

lawyer has a “right” to view, such as a professional group where both the lawyer and 

represented person are members or as a result of being a “friend” of a “friend” of 

such represented person. 

 

 

                                                           
58

  Phila. Bar Ass’n Prof’l Guidance Comm., Op. Bar 2009-2 (2009).  

 
59

  Oregon State Bar Comm. on Legal Ethics, Formal Op. 2013-189 (2013).  

 
60

  Id.  See San Diego County Bar Ass’n Legal Ethics Comm., Op. 2011-2. 

 

http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion_2009-2.pdf
https://www.osbar.org/_docs/ethics/2013-189.pdf
https://www.sdcba.org/index.cfm?pg=LEC2011-2
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Guideline No. 4.D:  Lawyer’s Use of Agents to Contact a Represented Party 

 

 As it relates to viewing a person’s social media account, a lawyer shall not order or 

direct an agent to engage in specific conduct, or with knowledge of the specific conduct by 

such person, ratify it, where such conduct if engaged in by the lawyer would violate any ethics 

rules. 

 

NYRPC 5.3, 8.4. 

 

Comment:  This would include, inter alia, a lawyer’s investigator, trial preparation 

staff, legal assistant, secretary, or agent
61

 and could, as well, apply to the lawyer’s 

client.
62

  

 

 

                                                           
61

  See NYCBA, Formal Op. 2010-2 (2010). 

 
62

  See also N.H Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05.  

 

http://www2.nycbar.org/Ethics/eth2010.htm
http://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
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5. COMMUNICATING WITH CLIENTS 

 

Guideline No. 5.A:  Removing Existing Social Media Information 

 

 A lawyer may advise a client as to what content may be maintained or made private on 

her social media account, including advising on changing her privacy and/or security 

settings.
63

  A lawyer may also advise a client as to what content may be “taken down” or 

removed, whether posted by the client or someone else, as long as there is no violation of 

common law or any statute, rule, or regulation relating to the preservation of information, 

including legal hold obligations.
64

  Unless an appropriate record of the social media 

information or data is preserved, a party or nonparty, when appropriate, may not delete 

information from a social media profile that is subject to a duty to preserve.
  

 

NYRPC 3.1, 3.3, 3.4, 4.1, 4.2, 8.4. 

 

Comment:  A lawyer must ensure that potentially relevant information is not 

destroyed “once a party reasonably anticipates litigation”
65

 or in accordance with 

common law, statute, rule, or regulation.  Failure to do so may result in sanctions.  

“[W]here litigation is anticipated, a duty to preserve evidence may arise under 

substantive law.  But provided that such removal does not violate the substantive law 

regarding the destruction or spoliation of evidence,
66

 there is no ethical bar to ‘taking 

down’ such material from social media publications, or prohibiting a client’s lawyer 

from advising the client to do so, particularly inasmuch as the substance of the 

posting is generally preserved in cyberspace or on the user’s computer.”
67

  When 

litigation is not pending or “reasonably anticipated,” a lawyer may more freely 

advise a client on what to maintain or remove from her social media profile.  Nor is 

there any ethical bar to advising a client to change her privacy or security settings to 

be more restrictive, whether before or after a litigation has commenced, as long as 

                                                           
63

  Mark A. Berman, “Counseling a Client to Change Her Privacy Settings on Her Social Media Account,” 

New York Legal Ethics Reporter, Feb. 2015, http://www.newyorklegalethics.com/counseling-a-client-to-change-her-

privacy-settings-on-her-social-media-account/.  

 
64

  NYCLA, Formal Op. 745 (2013). See Philadelphia Bar Ass’n. Guidance Comm. Op. 2014-5 (2014).
 

65
  VOOM HD Holdings LLC v. EchoStar Satellite L.L.C., 93 A.D.3d 33, 939 N.Y.S.2d 321 (1st Dep’t 2012). 

 
66

  New York has not opined on a lawyer’s obligation to produce a website link that a client has utilized, but 

Philadelphia Bar Ass’n. Guidance Comm. Op. 2014-5, noted that, with respect to a website link utilized by a client, 

if it is appropriately requested in discovery, a lawyer “must make reasonable efforts to obtain a link or other [social 

media] content if the lawyer knows or reasonably believes it has not been produced by the client.”   

 
67

  NYCLA, Formal Op. 745.  

 

http://www.newyorklegalethics.com/counseling-a-client-to-change-her-privacy-settings-on-her-social-media-account/
http://www.newyorklegalethics.com/counseling-a-client-to-change-her-privacy-settings-on-her-social-media-account/
https://www.nycla.org/siteFiles/Publications/Publications1630_0.pdf
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
http://www.nycourts.gov/reporter/3dseries/2012/2012_00658.htm
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
https://www.nycla.org/siteFiles/Publications/Publications1630_0
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social media is appropriately preserved in the proper format and such is not a 

violation of law or a court order.
68

 

 

 A lawyer needs to be aware that the act of deleting electronically stored 

information does not mean that such information cannot be recovered through the use 

of forensic technology.  This similarly is the case if a “live” posting is simply made 

“unlive.” 

 

 

Guideline No. 5.B:  Adding New Social Media Content  
 

 A lawyer may advise a client with regard to posting new content on a social media 

website or profile, as long as the proposed content is not known to be false by the lawyer.  A 

lawyer also may not “direct or facilitate the client's publishing of false or misleading 

information that may be relevant to a claim.”
69 

 

NYRPC 3.1, 3.3, 3.4, 4.1, 4.2, 8.4. 

 

Comment:  A lawyer may review what a client plans to publish on a social media 

website in advance of publication
70

 and guide the client appropriately, including 

formulating a policy on social media usage.  Subject to ethics rules, a lawyer may 

counsel the client to publish truthful information favorable to the client; discuss the 

significance and implications of social media posts (including their content and 

advisability); review how the factual context of a post may affect a person’s 

perception of the post; and how such posts might be used in a litigation, including 

cross-examination.  A lawyer may advise a client to consider the possibility that 

someone may be able to view a private social media profile through court order, 

compulsory process, or unethical conduct.  A lawyer may advise a client to refrain 

from or limit social media postings during the course of a litigation or investigation. 

                                                           
68

  North Carolina State Bar 2014 Formal Ethics Op. 5 (2014); Phila. Bar Ass’n Guidance Comm. Op. 2014-5 

(2014); Florida Bar Professional Ethics Committee, Proposed Advisory Opinion 14-1 (Jan. 23, 2015) 

 
69

  NYCLA, Formal Op. 745.  

70
  As social media-related evidence has increased in use in litigation, a lawyer may consider periodically 

following or checking her client’s social media communications, especially in matters where posts on social media 

would be relevant to her client’s claims or defenses.  Following a client’s social media use could involve connecting 

with the client by establishing a LinkedIn connection, “following” the client on Twitter, or “friending” her on 

Facebook.  Whether to follow a client’s postings should be discussed with the client in advance.  Monitoring a 

client’s social media posts could provide the lawyer with the opportunity, among other things, to advise on the 

impact of the client’s posts on existing or future litigation or on their implication for other issues relating to the 

lawyer’s representation of the client   

 

Pennsylvania Bar Ass’n Ethics Comm., Formal Op. 2014-300 notes “tracking a client’s activity on social 

media may be appropriate for an attorney to remain informed about the developments bearing on the client’s legal 

dispute” and “an attorney can reasonably expect that opposing counsel will monitor a client’s social media account.”
 
 

 

 

http://www.ncbar.com/ethics/ethics.asp?page=4&from=7/2014
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
https://www.floridabar.org/DIVEXE/RRTFBResources.nsf/Attachments/8E73C71636D8C23785257DD9006E5816/$FILE/14-01%20PAO.pdf?OpenElement
https://www.nycla.org/siteFiles/Publications/Publications1630_0
http://www.danieljsiegel.com/Formal_2014-300.pdf
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Guideline No. 5.C:  False Social Media Statements 

 

 A lawyer is prohibited from proffering, supporting, or using false statements if she 

learns from a client’s social media posting that a client’s lawsuit involves the assertion of 

material false factual statements or evidence supporting such a conclusion.
71

 

 

NYRPC 3.1, 3.3, 3.4, 4.1, 8.4. 

 

Comment:  A lawyer has an ethical obligation not to “bring or defend a proceeding, 

or assert or controvert an issue therein, unless there is a basis in law and fact for 

doing so that is not frivolous.”
72

  Frivolous conduct includes the knowing assertion 

of “material factual statements that are false.”
73

 See also NYRPC 3.3; 4.1 (“In the 

course of representing a client, a lawyer shall not knowingly make a false statement 

of fact or law to a third person.”). 

 

 

Guideline No. 5.D.  A Lawyer’s Use of Client-Provided Social Media Information 
 

 A lawyer may review the contents of the restricted portion of the social media 

profile of a represented person that was provided to the lawyer by her client, as long as the 

lawyer did not cause or assist the client to: (i) inappropriately obtain private information 

from the represented person; (ii) invite the represented person to take action without the 

advice of his or her lawyer; or (iii) otherwise overreach with respect to the represented 

person. 

 

NYRPC 4.2. 

 

Comment:  One party may always seek to communicate with another party.  Where a 

“client conceives the idea to communicate with a represented party,” a lawyer is not 

precluded “from advising the client concerning the substance of the communication” 

and the “lawyer may freely advise the client so long as the lawyer does not assist the 

client inappropriately to seek confidential information or invite the nonclient to take 

action without the advice of counsel or otherwise to overreach the nonclient.”
74

  

New York interprets “overreaching” as prohibiting “the lawyer from converting a 

communication initiated or conceived by the client into a vehicle for the lawyer to 

communicate directly with the nonclient.”
75

 

                                                           
71

  NYCLA, Formal Op. 745.  

72
  NYRPC 3.1(a).   

 
73

  NYRPC 3.1(b)(3).  

 
74

  NYCBA, Formal Op. 2002-3 (2002). 

 
75

  Id. 

https://www.nycla.org/siteFiles/Publications/Publications1630_0
https://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
https://www.nycla.org/siteFiles/NYRulesofProfessionalConduct4109_362.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2002-opinions/833-the-qno-contact-ruleq-and-advising-a-client-in-connection-with-communications-conceived-or-initiated-by-the-client-with-a-represented-party.
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 NYRPC Rule 4.2(b) provides that, notwithstanding the prohibition under 

Rule 4.2(a) that a lawyer shall not “cause another to communicate about the 

subject of the representation with a party the lawyer knows to be represented,” 

 

a lawyer may cause a client to communicate with a represented 

person . . . and may counsel the client with respect to those 

communications, provided the lawyer gives reasonable advance 

notice to the represented person’s counsel that such 

communications will be taking place. 

 

 Thus, lawyers need to use caution when communicating with a client 

about her connecting to or “friending” a represented person and obtaining private 

information from that represented person’s social media site.  

 

 New Hampshire opines that a lawyer’s client may, for instance, send a 

“friend” request or request to follow a restricted Twitter feed of a person, and then 

provide the information to the lawyer, but the ethical propriety “depends on the 

extent to which the lawyer directs the client who is sending the [social media] 

request,” and whether the lawyer has complied with all other ethical obligations.
 76

  

In addition, the client’s profile needs to “reasonably reveal[] the client’s identity” to 

the other person.
77

 

 

 The American Bar Association opines that a “lawyer may give substantial 

assistance to a client regarding a substantive communication with a represented 

adversary.  That advice could include, for example, the subjects or topics to be 

addressed, issues to be raised and strategies to be used.  Such advice may be given 

regardless of who – the lawyer or the client – conceives of the idea of having the 

communication  . . . . [T]he lawyer may review, redraft and approve a letter or a set 

of talking points that the client has drafted and wishes to use in her communications 

with her represented adversary.”
78

 

 

 

                                                                                                                                                                                             
 
76

  N.H. Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012).  

 
77

  Id. 

 
78

  ABA, Formal Op. 11-461 (2011). 

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
http://www.nhbar.org/legal-links/Ethics-Opinion-2012-13_05.asp
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_11_461_nm.authcheckdam.pdf
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Guideline No. 5.E:  Maintaining Client Confidences and Confidential Information 
 

Subject to the attorney-client privilege rules, a lawyer is prohibited from disclosing 

client confidences and confidential information relating to the legal representation of a client, 

unless the client has provided informed consent.  Social media communications and 

communications made on a lawyer’s website or blog must comply with these limitations.
79

  

This prohibition applies regardless of whether the confidential client information is positive 

or celebratory, negative or even to something as innocuous as where a client was on a 

certain day.   

 

Where a lawyer learns that a client has posted a review of her services on a website 

or on social media, if the lawyer chooses to respond to the client’s online review, the lawyer 

shall not reveal confidential information relating to the representation of the client.  This 

prohibition applies, even if the lawyer is attempting to respond to unflattering comments 

posted by the client. 

 

NYRPC 1.6, 1.9(c). 

 

Comment: A lawyer is prohibited, absent some recognized exemption, from 

disclosing client confidences and confidential information of a client.  Under 

NYRPC Rule 1.9(c), a lawyer is generally prohibited from using or revealing 

confidential information of a former client.  There is, however, a “self-defense” 

exception to the duty of confidentiality set forth in Rule 1.6,
80

 which, as to former 

clients, is incorporated by Rule 1.9(c). Rule 1.6(b)(5)(i) provides that a lawyer 

“may reveal or use confidential information to the extent that the lawyer 

reasonably believes necessary … to defend the lawyer or the lawyer’s employees 

and associates against an accusation of wrongful conduct.”
81

  NYSBA Opinion 

1032 applies such self-defense exception to “claims” and “charges” in formal 

proceedings or a “material threat of a proceeding,” which “typically suggest the 

beginning of a lawsuit, criminal inquiry, disciplinary complaint, or other 

                                                           
79

  NYRPC 1.6. 

 
80

  Comment 17 to NYRPC Rule 1.6 provides: 

When transmitting a communication that includes information relating to the representation of a 

client, the lawyer must take reasonable precautions to prevent the information from coming into 

the hands of unintended recipients.  This duty does not require that the lawyer use special security 

measures if the method of communication affords a reasonable expectation of privacy.  Special 

circumstances, however, may warrant special precautions.  Factors to be considered in 

determining the reasonableness of the lawyer’s expectation of confidentiality include the 

sensitivity of the information and the extent to which the privacy of the communication is 

protected by law or by a confidentiality agreement.  A client may require the lawyer to use a 

means of communication or security measures not required by this Rule, or may give informed 

consent (as in an engagement letter or similar document) to the use of means or measures that 

would otherwise be prohibited by this Rule. 

 
81

  NYSBA Op. 1032 (2014). 

 

https://www.nycla.org/siteFiles/Publications/Publications1748_0.pdf
https://www.nycla.org/siteFiles/Publications/Publications1630_0.pdfOp.%2085-170%20(1985)
http://www.nysba.org/WorkArea/DownloadAsset.aspx?id=50671
http://www.nysba.org/WorkArea/DownloadAsset.aspx?id=50671
http://www.nysba.org/CustomTemplates/Content.aspx?id=52969
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procedure that can result in a sanction” and the self-defense exception does not 

apply to a “negative web posting.”
82

  As such, a lawyer cannot disclose 

confidential information about a client when responding to a negative post 

concerning herself on websites such as Avvo, Yelp or Martindale Hubbell.
83

  

 

A lawyer is permitted to respond to online reviews, but such replies must 

be accurate and truthful and shall not contain confidential information or client 

confidences.  Pennsylvania Bar Association Ethics Committee Opinion 2014-300 

(2014) opined that “[w]hile there are certain circumstances that would allow a 

lawyer to reveal confidential client information, a negative online client review is 

not a circumstance that invokes the self-defense exception.”
84

  Pennsylvania Bar 

Association Ethics Committee Opinion 2014-200 (2014) provides a suggested 

response for a lawyer replying to negative online reviews: “A lawyer’s duty to 

keep client confidences has few exceptions and in an abundance of caution I do 

not feel at liberty to respond in a point-by-point fashion in this forum.  Suffice it 

to say that I do not believe that the post represents a fair and accurate picture of 

events.”
85

 

                                                           
82

  NYSBA, Opinion 1032. 

 
83

  See Michmerhuizen, Susan “Client reviews: Your Thumbs Down May Come Back 

Around.”Americanbar.org. Your ABA, September 2014. Web. 3 March 2015.  

 
84

  Pennsylvania Bar Association Ethics Committee, Formal Op. 2014-300.  

 
85

  Pennsylvania Bar Association Ethics Committee Opinion 2014-200. 

http://www.nysba.org/CustomTemplates/Content.aspx?id=52969
http://www.americanbar.org/publications/youraba/2014/september-2014/client-reviews--your-thumbs-down-may-come-back-around.html
http://www.americanbar.org/publications/youraba/2014/september-2014/client-reviews--your-thumbs-down-may-come-back-around.html
http://www.aceds.org/wp-content/uploads/2014/11/PABarAssoc_EthicalObligationsAttorneysSocialMedia.pdf
https://www.pabar.org/members/catalogs/Ethics%20Opinions/formal/F2014-200.pdf
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6. RESEARCHING JURORS AND REPORTING JUROR MISCONDUCT 

 

Guideline No. 6.A:  Lawyers May Conduct Social Media Research 

 

 A lawyer may research a prospective or sitting juror’s public social media profile, and 

posts. 

 

NYRPC 3.5, 4.1, 5.3, 8.4. 

 

Comment:  “Just as the internet and social media appear to facilitate juror 

misconduct, the same tools have expanded an attorney’s ability to conduct research 

on potential and sitting jurors, and clients now often expect that attorneys will 

conduct such research.  Indeed, standards of competence and diligence may require 

doing everything reasonably possible to learn about the jurors who will sit in 

judgment on a case.”
86

    

 

 The ABA issued Formal Opinion 466 noting that “[u]nless limited by law or 

court order, a lawyer may review a juror’s or potential juror’s Internet presence, 

which may include postings by the juror or potential juror in advance of and during a 

trial.”
87

  There is a strong public interest in identifying jurors who might be tainted 

by improper bias or prejudice.”
88

  However, Opinion 466 does not address “whether 

the standard of care for competent lawyer performance requires using Internet 

research to locate information about jurors.”
89

 

 

 

                                                           
86

  See NYCBA Formal Op. 2012-2 (2012).  

 
87

  See American Bar Ass’n Comm. on Ethics & Prof’l Responsibility, Formal Op. 14-466. 

 
88 

 Id. 

 
89

  Id. 

 

http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_466_final_04_23_14.authcheckdam.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opinion-2012-02
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_466_final_04_23_14.authcheckdam.pdf
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Guideline No. 6.B:  A Juror’s Social Media Profile May Be Viewed as Long as There Is No 

Communication with the Juror  

 

 A lawyer may view the social media profile of a prospective juror or sitting juror 

provided that there is no communication (whether initiated by the lawyer, her agent or 

automatically generated by the social media network) with the juror.
90

  

 

NYRPC 3.5, 4.1, 5.3, 8.4. 

 

Comment:  Lawyers need “always use caution when conducting [jury] research” to 

ensure that no communication with the prospective or sitting jury takes place.
91

   

 

Contact by a lawyer with jurors through social media is forbidden.  For 

example, ABA, Formal Op. 466 opines that it would be a prohibited ex parte 

communication for a lawyer, or the lawyer’s agent, to send an “access request” to 

view the private portion of a juror’s or potential juror’s Internet presence.
92

  This 

type of communication would be “akin to driving down the juror’s street, stopping 

the car, getting out, and asking the juror for permission to look inside the juror’s 

house because the lawyer cannot see enough when just driving past.”
93

 

 

NYCLA, Formal Op. 743 and NYCBA, Formal Op. 2012-2 have opined 

that even inadvertent contact with a prospective juror or sitting juror caused by an 

automatic notice generated by a social media network may be considered a technical 

ethical violation. New York ethics opinions also draw a distinction between public 

and private juror information.
94

  They opine that viewing the public portion of a 

social media profile is ethical as long as there is no automatic message sent to the 

account owner of such viewing (assuming other ethics rules are not implicated by 

such viewing).   

 

 In contrast to the above New York opinions, ABA, Formal Op. 466 opined 

that “[t]he fact that a juror or a potential juror may become aware that a lawyer is 

reviewing his Internet presence when a network setting notifies the juror of such 

does not constitute a communication from the lawyer in violation” of the Rules of 

Professional Conduct (emphasis added).
95

  According to ABA, Formal Op. 466, this 

type of notice is “akin to a neighbor’s recognizing a lawyer’s car driving down the 

                                                           
90

  See NYCLA, Formal Op. 743 (2011); NYCBA, Formal Op. 2012-2; see also Oregon State Bar Comm. on 

Legal Ethics, Formal Op. 189 (2013). 

 
91

  Vincent J. Syracuse & Matthew R. Maron, Attorney Professionalism Forum, 85 N.Y. St. B.A.J. 50 (2013). 

 
92  

 See ABA, Formal Op. 14-466. 

 
93

  Id. 

 
94

  Id. 

 
95  

 See ABA Formal Op. 14-466. 

 

http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opinion_466_final_04_23_14.authcheckdam.pdf
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https://www.osbar.org/_docs/ethics/2013-189.pdf
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juror’s street and telling the juror that the lawyer had been seen driving down the 

street.”
96

  

 

 While ABA, Formal Op. 466 noted that an automatic notice
97

 sent to a juror, 

from a lawyer passively viewing a juror’s social media network does not constitute 

an improper communication, a lawyer must: (1) “be aware of these automatic, 

subscriber-notification procedures” and (2) make sure “that their review is 

purposeful and not crafted to embarrass, delay, or burden the juror or the 

proceeding.”
98

  Moreover, ABA, Formal Op. 466 suggests that “judges should 

consider advising jurors during the orientation process that their backgrounds will be 

of interest to the litigants and that the lawyers in the case may investigate their 

backgrounds,” including a juror’s or potential juror’s social media presence.
99

 

 

The American Bar Association’s view has been criticized on the basis of the 

possible impact such communication might have on a juror’s state of mind and has 

been deemed more analogous to the improper communication where, for instance, 

“[a] lawyer purposefully drives down a juror’s street, observes the juror’s property 

(and perhaps the juror herself), and has a sign that says he is a lawyer and is engaged 

in researching the juror for the pending trial knowing that a neighbor will advise the 

juror of this drive-by and the signage.”
100

  

 

A lawyer must take measures to ensure that a lawyer’s social media research 

does not come to the attention of the juror or prospective juror.  Accordingly, due to 

the ethics opinions issued in New York on this topic, a lawyer in New York when 

reviewing social media to perform juror research needs to perform such research in a 

way that does not leave any “footprint” or notify the juror that the lawyer or her 

agent has been viewing the juror’s social media profile. 
101

  

 

The New York opinions cited above draw a distinction between public and 

private juror information.
102

  They opine that viewing the public portion of a social 

                                                           
96 

 Id. See Pennsylvania Bar Ass’n Ethics Comm., Formal Op. 2014-300 (“[t]here is no ex parte 

communications if the social networking website independently notifies users when the page has been viewed.”). 

 
97

  For instance, currently, if a lawyer logs into LinkedIn, as it is currently configured, and performs a search and 

clicks on a link to a LinkedIn profile of a juror, an automatic message may well be sent by LinkedIn to the juror whose 

profile was viewed advising of the identity of the LinkedIn subscriber who viewed the juror’s profile.  In order for that 

reviewer’s profile not to be identified through LinkedIn, that person must change her settings so that she is anonymous 

or, alternatively, to be fully logged out of her LinkedIn account.  

 
98

  Id. 

 
99

  Id. 

 
100

  See Mark A. Berman, Ignatius A. Grande, and Ronald J. Hedges, “Why American Bar Association Opinion 

on Jurors and Social Media Falls Short,” New York Law Journal (May 5, 2014).  

 
101

 See NYCBA, Formal Op. 2012-2 and NYCLA, Formal Op. 743. 

 
102

  See Id. 
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media profile is ethical as long as there is no notice sent to the account holder 

indicating that a lawyer or her law firm viewed the juror’s profile and assuming 

other ethics rules are not implicated.  However, such opinions have not taken a 

definitive position that such unintended automatic contact is subject to discipline.
  

  

The American Bar Association and New York opinions, however, have not 

directly addressed whether a lawyer may non-deceptively view a social media 

account that from a prospective or sitting juror’s view is putatively private, which 

the lawyer has a right to view, such as an alumni social network where both the 

lawyer and juror are members or whether access can be obtained, for instance, by 

being a “friend” of a “friend” of a juror on Facebook. 

 

Guideline No. 6.C:  Deceit Shall Not Be Used to View a Juror’s Social Media. 

 A lawyer may not make misrepresentations or engage in deceit in order to be able to 

view the social media profile of a prospective juror or sitting juror, nor may a lawyer direct 

others to do so. 

 

NYRPC 3.5, 4.1, 5.3, 8.4. 

 

Comment:  An “attorney must not use deception—such as pretending to be someone 

else—to gain access to information about a juror that would otherwise be 

unavailable.”
103

 

 

 

Guideline No. 6.D:  Juror Contact During Trial 
 

 After a juror has been sworn in and throughout the trial, a lawyer may view or monitor 

the social media profile and posts of a juror provided that there is no communication (whether 

initiated by the lawyer, her agent or automatically generated by the social media network) with 

the juror. 

 

NYRPC 3.5, 4.1, 5.3, 8.4. 

 

Comment: The concerns and issues identified in the comments to Guideline No. 6.B 

are also applicable during the evidentiary and deliberative phases of a trial.   

   

A lawyer must exercise extreme caution when “passively” monitoring a 

sitting juror’s social media presence.  The lawyer needs to be aware of how any 

social media service operates, especially whether that service would notify the juror 

of such monitoring or the juror could otherwise become aware of such monitoring or 

viewing by lawyer.  Further, the lawyer’s review of the juror’s social media shall not 

                                                           
103

  See Id. 
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burden or embarrass the juror or burden or delay the proceeding. 

 

These later litigation phases present additional issues, such as a lawyer 

wishing to monitor juror social media profiles or posts in order to determine whether 

a juror is failing to follow court instructions or engaging in other improper behavior.  

However, the risks posed at this stage of litigation are greater than during the jury 

selection process and could result in a mistrial.
104

 

 

[W]hile an inadvertent communication with a venire member may 

result in an embarrassing revelation to a court and a disqualified 

panelist, a communication with a juror during trial can cause a 

mistrial.  The Committee therefore re-emphasizes that it is the 

attorney’s duty to understand the functionality of any social media 

service she chooses to utilize and to act with the utmost caution.
105

 

 

 ABA, Formal Op. 466 permits passive review of juror social media postings, 

in which an automated response is sent to the juror, of a reviewer’s Internet 

“presence,” even during trial absent court instructions prohibiting such conduct.  In 

one New York case, the review by a lawyer of a juror’s LinkedIn profile during a 

trial almost led to a mistrial.  During the trial, a juror became aware that an attorney 

from a firm representing one of the parties had looked at the juror’s LinkedIn profile.  

The juror brought this to the attention of the court stating “the defense was checking 

on me on social media” and also asserted, “I feel intimidated and don’t feel I can be 

objective.”
106

  This case demonstrates that a lawyer must take caution in conducting 

social media research of a juror because even inadvertent communications with a 

juror presents risks.
107

 

 

It might be appropriate for counsel to ask the court to advise both 

prospective and sitting jurors that their social media activity may be researched by 

attorneys representing the parties.  Such instruction might include a statement that 

it is not inappropriate for an attorney to view jurors’ public social media.  As 

noted in ABA, Formal Op. 466, “[d]iscussion by the trial judge of the likely 

practice of trial lawyers reviewing juror ESM during the jury orientation process 

will dispel any juror misperception that a lawyer is acting improperly merely by 

viewing what the juror has revealed to all others on the same network.”
108

 

                                                           
104

  Rather than risk inadvertent contact with a juror, a lawyer wanting to monitor juror social media behavior 

might consider seeking a court order clarifying what social media may be accessed. 

 
105

  See NYCBA, Formal Op. 2012-2.  

 
106

  See Richard Vanderford, "LinkedIn Search Nearly Upends BofA Mortgage Fraud Trial,” Law360 (Sept. 

27, 2013). 

 
107

  Id. 

 
108

  ABA, Formal Op. 14-466. 
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Guideline No. 6.E:  Juror Misconduct 

 

 In the event that a lawyer learns of possible juror misconduct, whether as a result of 

reviewing a sitting juror’s social media profile or posts, or otherwise, she must promptly bring 

it to the court’s attention.
109

 

 

NYRPC 3.5, 8.4. 

 

Comments:  An attorney faced with potential juror misconduct is advised to 

review the ethics opinions issued by her controlling jurisdiction, as the extent of 

the duty to report juror misconduct varies among jurisdictions.  For example, 

ABA, Formal Op. 466 pertains only to criminal or fraudulent conduct by a juror, 

rather than the broader concept of improper conduct.  Opinion 466 requires a lawyer 

to take remedial steps, “including, if necessary, informing the tribunal when the 

lawyer discovers that a juror has engaged in criminal or fraudulent conduct related to 

the proceeding.”
110

  

 

New York, however, provides that “a lawyer shall reveal promptly to the 

court improper conduct by a member of the venire or a juror, or by another toward a 

member of the venire or a juror or a member of her family of which the lawyer has 

knowledge.”
111

  If a lawyer learns of “juror misconduct” due to social media 

research, he or she “must” promptly notify the court.
112

  “Attorneys must use their 

best judgment and good faith in determining whether a juror has acted 

improperly; the attorney cannot consider whether the juror’s improper conduct 

benefits the attorney.”
113

    

 

                                                           
109

  See NYCLA, Op. 743; NYCBA, Op. 2012-2. 

 
110

  See ABA, Formal Op. 14-466. 

 
111

  NYRPC 3.5(d).   

 
112

  NYCBA, Op. 2012-2. 

 
113

  Id. See Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-300 (“a lawyer may be required to notify 

the court of any evidence of juror misconduct discovered on a social networking website.”). 
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7.    USING SOCIAL MEDIA TO COMMUNICATE WITH A JUDICIAL OFFICER 

 

 A lawyer shall not communicate with a judicial officer over social media if the lawyer 

intends to influence the judicial officer in the performance of his or her official duties. 

 

NYRPC 3.5, 8.2 and 8.4. 

 

Comment:  There are few New York ethical opinions addressing lawyers’ 

communication with judicial officers over social media, and ethical bodies 

throughout the country are not consistent when opining on this issue.  However, 

lawyers should not be surprised that any such communication is fraught with peril as 

the “intent” of such communication by a lawyer will be judged under a subjective 

standard, including whether retweeting a judge’s own tweets would be improper. 

 

A lawyer may communicate with a judicial officer on “social media websites 

provided the purpose is not to influence the judge, and reasonable efforts are taken to 

ensure that there is no ex parte or other prohibited communication,”
114

 which is 

consistent with NYRPC 3.5(a)(1) which forbids a lawyer from “seek[ing] to or 

caus[ing] another person to influence a judge, official or employee of a 

tribunal.”
115

 

 

It should be noted that New York Advisory Opinion 08-176 (Jan. 29, 2009) provides that 

a judge who otherwise complies with the Rules Governing Judicial Conduct “may join and make 

use of an Internet-based social network.  A judge choosing to do so should exercise an 

appropriate degree of discretion in how he/she uses the social network and should stay abreast of 

the features of any such service he/she uses as new developments may impact his/her duties 

under the Rules.”
116

  New York Advisory Committee on Judicial Ethics Opinion 08-176 further 

opines that: 

 

[A] judge also should be mindful of the appearance created when 

he/she establishes a connection with an attorney or anyone else 

appearing in the judge’s court through a social network.  In some 

ways, this is no different from adding the person’s contact 

information into the judge’s Rolodex or address book or speaking 

to them in a public setting.  But, the public nature of such a link 

(i.e., other users can normally see the judge’s friends or 

connections) and the increased access that the person would have 

to any personal information the judge chooses to post on his/her 

own profile page establish, at least, the appearance of a stronger 

bond.  A judge must, therefore, consider whether any such online 

                                                           
114

  Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-300.  

 
115

  NYRPC 3.5(a)(1).  

 
116

  New York Advisory Committee on Judicial Ethics Opinion 08-176 
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connections, alone or in combination with other facts, rise to the 

level of a “close social relationship” requiring disclosure and/or 

recusal.  

 

See New York Advisory Committee on Judicial Ethics Opinion 13-39 (May 28, 

2013) (“the mere status of being a ‘Facebook friend,’ without more, is an 

insufficient basis to require recusal.  Nor does the committee believe that a judge's 

impartiality may reasonably be questioned (see 22 NYCRR 100.3[E][1]) or that 

there is an appearance of impropriety (see 22 NYCRR 100.2[A]) based solely on 

having previously ‘friended’ certain individuals who are now involved in some 

manner in a pending action.”). 

 

 

http://www.nycourts.gov/ip/judicialethics/opinions/13-39.htm
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APPENDIX 

 

DEFINITIONS 

 

Social Media (also called a social network):  An Internet-based service allowing people to 

share content and respond to postings by others.  Popular examples include Facebook, Twitter, 

YouTube, Google+, LinkedIn, Foursquare, Pinterest, Instagram, Snapchat, Yik Yak and Reddit.  

Social media may be viewed via websites, mobile or desktop applications, text messaging or other 

electronic means. 

Restricted:  Information that is not available to a person viewing a social media account 

because an existing on-line relationship between the account holder and the person seeking to view it 

is lacking (whether directly, e.g., a direct Facebook “friend,” or indirectly, e.g., a Facebook “friend of 

a friend”).  Note that content intended to be “restricted” may be “public” through user error in 

seeking to protect such content, through re-posting by another member of that social media network, 

or as a result of how the content is made available by the social media network or due to 

technological change. 

Public:  Information available to anyone viewing a social media network without the need for 

permission from the person whose account is being viewed.  Public information includes content 

available to all members of a social media network and content that is accessible to non-members. 

Friending:  The process through which the member of a social media network designates 

another person as a “friend” in response to a request to access Restricted Information.  “Friending” 

may enable a member’s “friends” to view the member’s restricted content.  “Friending” may also 

create a publicly viewable identification of the relationship between the two users.  “Friending” is the 

term used by Facebook, but other social media networks use analogous concepts such as “Circles” 

on Google+ or “Follower” on Twitter or “Connections” on LinkedIn. 

Posting or Post:  Uploading public or restricted content to a social media network.  A post 

contains information provided by the person, and specific social media networks may use their own 

term equivalent to a post (e.g., “Tweets” on Twitter). 

Profile:  Accessible information about a specific social media member.  Some social media 

networks restrict access to members while other networks permit a member to restrict, in varying 

degrees, a person’s ability to view specified aspects of a member’s account or profile.  A profile 

contains, among other things, biographical and personal information about the member.  Depending 

on the social media network, a profile may include information provided by the member, other 

members of the social media network, the social media network, or third-party databases. 

 

 



Social Media Discovery: Changing the Face of Civil Litigation
Learn how social media can help your case, and what attorneys must do to find it, obtain it, and use it to their
advantage.

AMY J. DOYL & ANN . JACO

Sept. 7, 2016 – The use of social media has exploded in the last 10 years, changing the landscape of civil
litigation. In today’s age of chat groups, Twitter, and Facebook, social media can be a treasure trove of
relevant information for the defense. Given the wealth of potential information, discovery of social media may
also be more beneficial and less costly than traditional surveillance.

The majority of attorneys may not be using social media to their benefit. In addition, attorneys and claims
professionals must consider social media at the outset of a claim or lawsuit or risk losing the information
forever. The key is to find it, obtain it, preserve it, and use it to your advantage.

Collecting and preserving social media, however, poses significant challenges and evidentiary issues that are
not always understood or clearly defined by the courts. While social media has changed the way we live,
connect, and communicate, the laws and guidance from the courts has been slow to develop.

For instance, when social media first burst on the scene, circuit court judges would frequently order the
entirety of a person’s social media account to be produced. Because of a lack of understanding of what social
media was, the information contained on it, and the scope and breadth of its use, courts would simply order
production of everything.

That sort of blanket order is now the exception rather than the rule. As judges themselves have begun using
social media, there is a greater understanding of what it is and how it is used. Most courts now view social
media content as being no different than other evidence, requiring it to be relevant, authenticated, and
admissible at trial.

Undertanding the Format and Device

Given the technological world we live in, it is important to understand the social media formats and the types of
information maintained on those types of accounts. Some of the more recognized social media formats include
Facebook, YouTube, Twitter, Instagram, Flickr, Vine, Snapchat, and Tumblr.

What is trending today may be different six months or a year from now. It also is important to recognize the
everchanging devices that collect and maintain information. Data collected with an exercise bracelet, such as
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a Fitbit, may prove to be highly relevant to both plaintiffs and
defendants in a case claiming a severe disability.

It is also important to be aware of the pitfalls of too much confidence
in social media. Careful evaluation of the information is still required.

For example, while a Fitbit or similar device can show the number of
steps a person took, some devices show movement simply through
repeated hand movements such as crocheting. Understanding the
devices and what their data actually shows is important.

Pre-uit Dicover

In order to take advantage of social media, it is important to identify
a claimant’s social media accounts as early as possible. When a
potential suit becomes known, it is advisable to complete a social
media search of the claimant, friends of the claimant, and other
potential witnesses.

Google is your friend. Do not be afraid to do a presuit Google
search for a claimant’s social media accounts. Many account
settings are “public,” which will allow anyone to view their content. A
search should also be done of the claimant’s social media “friends.”
Often times, a “friend” will comment, message or post a photo or
video about the claimant, which may be relevant to the case.

A “friend” can also provide information as to his or her bias or the
identity of other potential witnesses. Even if the account settings are
not public, one can at least learn of the existence of the accounts.
This information can be useful during the discovery process.
Downloading or saving a screen capture of the social media
accounts and the details of the account may become important later

when dealing with spoliation claims.

Formal Dicover/Relevanc

Begin any discovery of social media with an inquiry about what accounts the individual maintains. Once
identified, if the privacy settings on the social media accounts are on private, a party will have to use formal
discovery to obtain access to the information. A person’s social media account is not off limits simply because
the information is contained under a private setting.

Courts, however, have struggled to determine what information should be produced when social media
requests are made. Courts generally have taken a restricted view with respect to social media discovery and
are wary of fishing expeditions taken under the guise of discovery requests.

There is a growing recognition that because social media accounts include information that would never (or
very unlikely) be discoverable – such as religious orientation, political views, family matters, and so on –
caution must be taken in demanding its release.

Social media is not discoverable simply because such accounts exist. Rather, the information must be relevant
and material to the issues in the case. If a party can show relevance or that there is reason to believe certain
information may lead to the discovery of relevant evidence, a judge is more likely to approve a request to
obtain private social media postings, photographs, or videos.

In order to avoid fishing expedition objections, prepare to show relevance of the discovery request in light of
the facts and issues of the case. Courts have routinely denied discovery requests for being overbroad in that
they request all information contained in the social media account.

For the very connected person, who perhaps posts 1020 times per day on social media, a discovery request
for, say, five years of past postings would mean literally tens of thousands of posts. Such broad requests,
without more specificity, are usually denied.

A social media request should be specific, narrowly tailored with date parameters, and be relevant to the
injuries, claims, and issues in the case. For example, photographs taken several years prior to the accident or
those that do not even include the plaintiff may not be relevant to the case.

Attorneys should ask for social media content if they have reason
to believe it contains information relevant to the case, says Ann
Jacobs, a personal injury lawyer with Jacobs Injury Law S.C. in
Milwaukee. What lawyers can (and can't) access during the
discovery phase.

http://jacobsinjurylaw.com/ann-jacobs/
http://jacobsinjurylaw.com/
mailto:ann@jacobsinjurylaw.com
http://www.crivellocarlson.com/lawyer/amy-j-doyle
http://crivellocarlson.com/
mailto:adoyle@crivellocarlson.com


Establish relevance of information through public postings or photographs that contradict or call into question a
claim or injury being alleged. Similarly, a request for postings occurring on or around the date of the incident
(looking for postings relating to liability) will likely be seen as narrowly tailored.

After all, if the parties were on their devices posting content when they should have been driving, or posting
their reaction to the event at issue, that would be very relevant to the claim.

At the onset of the case, consider sending a preservation letter to a claimant’s counsel or defendant’s
insurance company requesting preservation of social media accounts and their content to ensure the
information is not deleted before a formal discovery is commenced. Warn clients and insureds not to delete
photos or postings relating to the accident/claim.

Requet to Partie

Generally, direct discovery requests to the party, not to the social media network. Under the Stored
Communications Act, 18 U.S.C. §§ 27012712, social media sites cannot disclose nonpublic content without a
user’s consent.

Therefore, requesting a social media site to produce social media content, even with a valid subpoena or court
order, has been largely unsuccessful. As such, attempts to obtain social media information should first be
initiated through traditional discovery requests directed to the opposing party.

If the attorney is seeking information that may have been deleted or made unavailable (think ‘disappeared’
SnapChat videos), consider consulting an expert as to whether the information can be recovered and how.

Authentication

Since social media is viewed the same as documents, photographs, or other traditional evidence, attorneys
should consider how it will be authenticated.

Courts have routinely precluded evidence found online without any attempt to authenticate how or where the
information was obtained. It is important to document procedures taken and information or accounts identified
with dates, times, and information downloaded. It may be too late to wait until the time of trial to determine how
to authenticate information found online several years earlier.

The most practical way to authenticate information is from the testimony of the witness who has knowledge of
the social media account. Authentication also can be established by stipulation of the parties. At a minimum,
obtain an affidavit of the individual in your office who initially viewed the account and how the information was
preserved.

Information as to the number of accounts identified and the details of those accounts, including the number of
photographs or posts on any given date, may also be significant to a claim of spoliation. The fact that it is
social media does not change the need for authentication and proper investigation.

thical Conideration

Various ethical considerations come into play when considering discovery of social media. A party has a duty
to preserve information that is relevant to litigation. A party or even their attorney can be sanctioned for
destruction of social media accounts or information. Increasing privacy settings is not spoliation. It is simply
prudent behavior. On the other hand, deleting accidentrelated photos (without creating backups or otherwise
preserving them) can be spoliation.

In addition, do not engage in prohibited communications in order to gain access to an otherwise private or
secure social media account. “Friending” or otherwise making contact with a represented party is generally
prohibited under rules of professional conduct. It also has been found unethical for an attorney to use a third
party, such as an assistant, to friend a plaintiff.

Not only can it be prohibited contact, it can be seen as dishonest and, therefore, a violation of attorney ethics.
This also precludes friending a friend of the target in order to see the target’s postings. Even before a party
has legal representation, care must be taken in contacting or friending a claimant.

However, an attorney may investigate a social media account as long as the profile is publically available. To
obtain information or evidence on private social media profiles, use the formal discovery process.

Concluion

Social media has a treasure trove of relevant information for both plaintiffs and defendants. However, it is no
different than any other discovery. Requests must be for relevant, discoverable information. Wellformed,
concise requests will get the information sought and will be most likely approved by the courts.
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So many confidentiality 
concerns in social media… 
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the cyber breach 

unintentionally creating 
confidentiality 

TMI issues: sharing too 
much information 

intentionally or knowingly 
violating confidentiality 

 

Confidentiality  
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Cyber Breach 
 

The most common way to breach 
confidentiality 
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Law firms are 
considered soft targets 
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Maintain valuable information 

Systems easier to hack 

No law firm too small! 

 
 

Why are law firms targeted? 
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 “are not employing basic 
 security measures used 
 frequently in other 
 businesses and  professions” 
 

 
ABA 2014 survey found law firms 
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Lawyers must work efficiently 

Lawyers look for new opportunities 

Lawyers want to assist 

Technologically challenged? 

 
 

 

 

 Why are lawyers 
   targets?  
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Legal department is more likely to 
actually open a phishing e-mail 
than any other department 

 
Verizon’s 2015 Data Breach 
Investigations Report 
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Understand ethical implications 

Stay up-to-date with technology 

Exercise restraint on social media 

 

 

 

Changes in technology & culture = 
Changes in ethical duties 
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  Competence 
  

 

ABA Model Rule 1.1, comment 8 

To maintain the requisite knowledge and skill, a lawyer 
should keep abreast of changes in the law and its 
practice including the benefits and risks associated with 
relevant technology, engage in continuing study and 
education and comply with all continuing legal education 
requirements to which the lawyer is subject. 
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 “Because of society’s embrace of technology, a 
 lawyer’s ignorance or disregard of it, including 
 social media, presents a risk of ethical 
 misconduct” 

 “Competent and zealous representation under 
 Rules 1.1. and 1.3 may require lawyer review of 
 client and social media posting relevant to 
 client matters” 

 

 

Ethics Opinion 370, Ethics Committee of the District of Columbia Bar 

 

  

  Understand technology 
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Ethical implications of cyber breach 
 
  Confidentiality of Information  

ABA Model Rule 1.6 

(c) A lawyer shall make reasonable efforts 
to prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation 
of a client. 
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Documents leaked: 11.5 million  

Decades of documents: 4 

•Equivalent thumb drives: 650 
 

“Panama Papers” 
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Be aware of weakest leak 

Too many documents on line? 

Data breach plan in place? 

Who should you call? 

 

 

 
 

Is your law firm prepared? 
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•Phishing:  emails looks legitimate and 
directs user to malicious website where 
malware is loaded onto computer 

•Spear Phishing:  targeted email  
 

Always verify!   

Never provide person information! 
 

 

 

 Current Scams 
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Wire:   
 telephone before sending wire 

 Suspicious check:   
 wait 30 days    

 wait for sender’s bank to deliver money to firm account   

 request a wire 

**Be precise if asking bank whether check “has cleared”; confusing term! 

 

Current Scams 
Social engineering: the narrative email 
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Sender knows… 

 when and how often an email is open (whether in foreground/background) 

 how long the email was reviewed 

 whether attachment was opened 

 how long an attachment was opened 

 where and on what devise email was opened 

 where the email is forwarded 

 the general location of the recipient 

 

 

 

Email tracking  - ubiquitous invisible web bugs 
Is it ethical? 
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“The use of a tracking device that provides 
information about the use of documents – aside 
from their receipt and having been “read” by 
opposing counsel – is a violation of Rule 8.4 and 
also potentially impermissibly infringes on the 
lawyer’s ability to preserve a client’s confidences 
as required by Rule 1.6”  

Alaska Ethics Opinion, 2016-1, October 26, 2016 

 

 

 

 

 

 

 

Ethical Rules Implicated or violated? 

19 



Risk Management Cyber | Deborah Bjes 

 

 

“…[C]onsistutes an impermissible intrusion on the 
attorney-client relationship in violation of the 
Code.  The protection of the confidences and 
secrets of a client are among the most significant 
obligations imposed on a lawyer”  

New York State Bar Association, Opinion 749, 12/14/2001 

 

 

Ethical Rules Implicated? 
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Unintentionally creating 
confidentiality  - 

21 
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“Consideration must also be given to avoid 
the acquisition of uninvited information 
through social media sites that could create 
actual or perceived conflicts of interest for 
the lawyer or lawyer’s firm.” 

 

Ethics Opinion 370, Ethics Committee of the 
District of Columbia Bar 
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Divorce firm website invites 
submissions to firm 

Contains “what are my rights” link 

•Wife writes detailed question 

•Agrees to TERMs and submits 

•Law firm already represents husband! 

 
The State Bar of California Standing Committee on Professional Responsibility 
and Conduct 2005-168 

23 



Risk Management Cyber | Deborah Bjes 

What were some relevant TERMS? 

“…I agree that I am not forming an 
attorney-client relationship by 
submitting this question. I also 
understand that I am not forming a 
confidential relationship…” 

 
The State Bar of California Standing Committee on Professional Responsibility 
and Conduct 2005-168. 
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Confusing terms? 

“… Law Firm’s disclosures to Wife were 
not adequate to defeat her reasonable 
belief that she was consulting Law 
Firm for the purpose of retaining Law 
Firm”. 
 

The State Bar of California Standing Committee on Professional Responsibility 
and Conduct 2005-168 
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 Attorney client relationship v. 
 confidentiality 

“…[O]ur assumption that Law Firm 
did not form an attorney-client 
relationship with Wife is not 
conclusive concerning Law Firm’s 
confidential obligations to Wife.” 
The State Bar of California Standing Committee on Professional Responsibility 
and Conduct 2005-168 
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Can law firm represent husband? 

“Law Firm may be disqualified from 
representing Husband should the 
court conclude that the information 
Wife submitted was material to the 
resolution of the dissolution action”. 
 

 

 

The State Bar of California Standing Committee on Professional 
Responsibility and Conduct 2005-168 
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Overly broad questions 
for a website? 
 
•“tell us about your legal issues” 

•“tell us about your case“ 

•“what is your legal issue” 
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Consider more limited questions;  
allow for conflicts check 
 
 

•names of parties 

•children 

•spouse/ former spouse 

•date of accident 

•general area of law 

 
 

29 



Risk Management Cyber | Deborah Bjes 

South Carolina Ethics Rule 1.18 
DUTIES TO PROSPECTIVE CLIENT 

(b) Even when no client-lawyer relationship 
ensues, a lawyer who has had discussions with a 
prospective client shall not use or reveal 
information learned in the consultation, except as 
Rule 1.9 would permit with respect to information 
of a former client. 
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Avoid the surprise that you 
have just created a conflict! 
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Understand the functionality 
of social media sites 
  
 
• May alert individuals that you reviewed their profile 

• Lawyer may blend personal and business contacts 

• Sites may access an entire address book 

• May suggest potential inappropriate connections 

• Writing post on A’s profile; shows up in B’s newsfeed 

• May be inviting inappropriate information: 

– judge, client 

– opposing counsel, opposing counsel client 
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The “TMI” breach 
(Too much information) 

 Disclosure – inadvertent or negligent 
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So many social media options!  
Personal and business 

34 

•Firm websites  

•Blogs/”Blawgs” 

•Facebook 

•LinkedIn 

•Twitter 

•Change.org 
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Confidentiality concerns 

South Carolina Ethics Rule 1.6: CONFIDENTIALITY OF 
INFORMATION 

(a) A lawyer shall not reveal information relating to 
the representation of a client unless the client gives 
informed consent, the disclosure is impliedly 
authorized in order to carry out the representation 
or the disclosure is permitted by paragraph (b). 
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Confidentiality goes beyond privilege! 
 
 “…The confidentiality rule, for 
 example, applies not only to 
 matters communicated in 
 confidence by the client but also 
 to all information relating to the 
 representation, whatever its 
 source …” 

  South Carolina Ethics Rule 1.6  Confidentiality, 
Comment [3] 

 36 
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• Nature of social media encourages (too much) candor 

• There can be no posting of confidential/ secret information 

• Avoid forgetting that you are a member of the Bar 

• Avoid oversharing  

Obtain written consent before sharing any information!   

Be careful with hypotheticals! 

Share a draft of the post with the client 

Be truthful! No misrepresentations 

 

So you want to discuss your case 
or client on social media? 
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 Attorney published public blog  

 Contained confidential information about clients  

 Contained derogatory comments about judges  

 Sufficient information to identify clients and judges using public sources 

 Defense is “acute stress disorder”  

 

 

 

 

In the Matter of DISCIPLINARY PROCEEDINGS AGAINST Kristine A. PESHEK, 
Attorney at Law, No. 2011AP909–D, 798 N.W.2d 879 (2011) 

 

Blog leads to unethical disclosure 
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•Illinois Supreme Court  - suspends  
law license 60 days 

•Wisconsin Supreme Court -  
suspends  law license 60 days 

•Fired from public defender position 
In the Matter of DISCIPLINARY PROCEEDINGS AGAINST Kristine A. PESHEK, 
Attorney at Law, No. 2011AP909–D, 798 N.W.2d 879 (2011), 

 

  
  Blog consequences 
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In Re:  Joyce Nanine McCool, No. 2015-B-0284, Supreme 
Court of Louisiana 

Using social media to advance 
your case?  
 

Beware! 
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Urges public to contact judges and 
provides their contact information 

•Social media campaign continues - Twitter, 
Blog –provides link to sealed audio 

In Re:  Joyce Nanine McCool, No. 2015-B-0284, Supreme 
Court of Louisiana 

Lawyer starts signed change.org 
petitions in custody dispute 
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“She cannot confuse a First 
Amendment claim of the right to free 
speech with a serious and intentional 
violation of the Rules of Professional 
Conduct…” 

 
In Re:  Joyce Nanine McCool, No. 2015-B-0284, concurring opinion 

Sanction:  Disbarment  
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It is professional misconduct for a lawyer to: 

* * * * * * * * 

(d) engage in conduct involving dishonesty, fraud, 
deceit or misrepresentation; 

(e) engage in conduct that is prejudicial to the 
administration of justice; 

 

South Carolina Ethics Rule 8.4: MISCONDUCT 

 

 

Sharing? Petitioning? Creating a  
profile? 
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Responding ethically to the 
negative on-line review 

44 



Risk Management Cyber | Deborah Bjes 

Sites that allow feedback and 
(negative) reviews! 
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•Avvo 

•LawyerRatingz 

•Yelp 

•Ripoffreport 

•Mylife 
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Is it permissible for an attorney to respond? 
 

South Carolina 
RULE 1.6: CONFIDENTIALITY OF INFORMATION 

(b) A lawyer may reveal information relating to the representation of a 
client to the extent the lawyer reasonably believes necessary: 

*  * * * * * * 

(6) to establish a claim or defense on behalf of the lawyer in a 
controversy between the lawyer and the client, to establish a 
defense to a criminal charge or civil claim against the lawyer based 
upon conduct in which the client was involved, or to respond to 
allegations in any proceeding concerning the lawyer's 
representation of the client; 
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•Discloses confidential & harmful 
information 

•Discloses harmful information 

•Suspended for 18 months! 
People v. James C. Underhill Jr., Colorado Attorney Disciplinary Proceeding 
15PDJ040 (August 12, 2015) 2015 WL 4944102 

Colorado lawyer breaches 
confidentiality when responding to 
a negative review 
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•Responds to internet criticism 

•Discloses confidential information  

•Violates rule 1.6 

•Public reprimand & must take practice 
management services 

 

 

 

 

In the matter of Margrett Skinner, No. S14Y0661, Supreme Court of Georgia 

 

Georgia lawyer- reprimanded 
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“The lawyer's own interests should not be permitted to 
have an adverse effect on representation of a client. For 
example, if the probity of a lawyer's own conduct in a 
transaction is in serious question, it may be difficult or 
impossible for the lawyer to give a client detached advice 
…” 

 

 

 

South Carolina Ethics Rule1.7: CONFLICT OF INTEREST: CURRENT 
CLIENTS, Personal Interest Conflicts, Comment [10] 

 

 

Are you revealing bias on social media? 
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(a) Except as provided in paragraph (b), a lawyer shall not 
represent a client if the representation involves a 
concurrent conflict of interest. A concurrent conflict of 
interest exists if: 

*  * * * * * * * 

(2) there is a significant risk that the representation of one 
or more clients will be materially limited by the lawyer's 
responsibilities to another client, a former client or a third 
person or by a personal interest of the lawyer. 

South Carolina Ethics Rule 1.7: CONFLICT OF INTEREST: CURRENT CLIENTS 

Can social media views create a Positional conflict? 
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Intentionally or knowingly 
violating confidentiality 

  The allure of social media  
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The duty of confidentiality continues after 
the client-lawyer relationship has 
terminated. … 
South Carolina Ethics Rule 1.6: CONFIDENTIALITY OF INFORMATION 
Former Client, comment [21] 

Some lawyers disregard continuing duty  
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•AZ lawyer/criminal defense counsel 
Laurence Kirk Nurmi- self publishes tell-all 
book –breaches confidentiality 

•Nurmi accepts suspension 

•Client objects 

•Nurmi accepts disbarment  
 

Avoid the tell-all book about your client! 
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• Posts were to Cook County State’s Attorneys personal Facebook page -some 
during working hours 

• Posts were considered racially offensive 

• Posts insulted First Lady Michelle Obama  

• Posts insulted Hillary Clinton 

• Resigns from his $153,000 position 

“Top Cook County official resigns 
after inappropriate Facebook Post” 
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No firm email for private or other business  

•Nothing in public you would not say in private 

•Maintain full client confidentiality at all times 

•Post no pictures taken in office 

•Stay factual; no legal advise 

•Remember - nothing is truly deleted 

•Be prudent when expressing views 

•Review/monitor your social presence 

•Review/monitor clients social presence 

•No inappropriate contact/communication 

 

 

 

 

Social media policy considerations 
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Deborah Bjes is the dedicated risk 
manager for the lawyer's 
professional liability program with 
Swiss Re Corporate Solutions. 
Deborah is responsible for 
providing assistance and 
resources to attorneys by 
providing on-site CLE seminars, 
risk management programs, 
newsletters, and articles. Deborah 
is a licensed attorney and former 
partner at a mid-sized insurance 
defense Chicago law firm. 
Deborah has also served as a 
customer service specialist and 
has facilitated seminars on 
communication skills. Deborah is 
a graduate of Loyola University 
Chicago School of Law, where she 
received her J.D. cum laude. 

Deborah Bjes  
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Thank  
you! 



Risk Management Cyber | Deborah Bjes 

©2016 Swiss Re Corporate Solutions. All rights reserved. You are not 
permitted to create any modifications or derivatives of this presentation or to 
use it for commercial or other public purposes without the prior written 
permission of Swiss Re Corporate Solutions. 

Although all the information used was taken from reliable sources, Swiss Re 
Corporate Solutions does not accept any responsibility for the accuracy or 
comprehensiveness of the details given. All liability for the accuracy and 
completeness thereof or for any damage resulting from the use of the 
information contained in this presentation is expressly excluded. Under no 
circumstances shall Swiss Re Corporate Solutions or its Group companies be 
liable for any financial and/or consequential loss relating to this presentation. 

Disclaimer 
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